
To submit questions during the 
workshop, please visit slido.com and 
enter todayôs participant code: TXRE

April 1, 2026AGENDA

Texas RE Spring Standards, 

Security, & Reliability Workshop

Å Aggregation of Control

Å CIP-003-9 Low Impact BES 

Remote Connectivity

Å Frequency and Voltage 

Protection Settings for 

Generation Resources

Å AI-Augmented Embedded 

Security Assessment for BES 

Resilience

Å Common Root Cause Codes

Å FERC Update

Å Large Loads Interconnection in 

ERCOT

Å NERC CIP Drip

Å Supply Chain Resilience in a 

World of Geopolitical Cyber Risk



Thad Crow

Texas RE Communications & Training 

Coordinator

Welcome & 

Instructions
Matthew Barbour

Texas RE 

Manager, Communications & Training



Antitrust Admonition

Because this event brings together market participants who 
may be viewed as actual or potential competitors, we must 
be mindful to conduct it in a manner that is consistent with 
the antitrust and competition laws. Participants should not 
disclose non -public, proprietary, or competitively sensitive 
information.

Attendees should exercise independent judgment and avoid 
even the appearance of discussions of agreements or 
concerted actions that may be viewed as restraining 
competition. Any questions on Texas REôs Antitrust 
Compliance Corporate Policy may be directed to Texas REôs 
General Counsel.
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Safety Moment

In case of 
emergency, 

evacuate through 
the nearest door

Rally point is in 
the front parking 

lot

Conference 
Room
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Questions

To submit questions during the workshop, please visit 
slido.com and enter todayôs participant code: TXRE
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Training Page
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Fall Standards, 
Security, & 
Reliability 
Workshop

November 4, 2026

Q2 MRC, AGR&F, and 
Board Meetings

May 13, 2026

Winter 
Weatherization 

Workshop

August 19, 2026

Upcoming Events at Texas RE
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https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/calendar/events/2026/may/memberrepresentativescommitteemeeting
https://www.texasre.org/pages/calendar/events/2026/may/memberrepresentativescommitteemeeting
https://www.texasre.org/pages/winterreliabilityworkshop
https://www.texasre.org/pages/winterreliabilityworkshop
https://www.texasre.org/pages/winterreliabilityworkshop


Social Media

@Texas_RE_Inc

https://en.facebookbrand.com/wp-content/uploads/2019/04/f_logo_RGB-Hex-Blue_512.png

/TexasReliabilityEntity

/texas -reliability -entity -inc
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https://www.linkedin.com/company/texas-reliability-entity-inc-
https://www.facebook.com/TexasReliabilityEntity/


Thad Crow

Texas RE Communications & Training 

Coordinator

Executive 

Welcome
Joseph Younger

Texas RE 

Senior Vice President & Chief Operating 

Officer



Aggregation of Control

Jason Georgoulis

CIP Physical & Cyber Security Analyst

April 1, 2026



Risk Focus & CMEP IP Risk Factors

Risk Elements

Remote Connectivity

Supply Chain

Physical Security

Grid Transformation

Facility Ratings

Extreme Weather 

Response
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https://www.nerc.com/globalassets/programs/compliance/cmep-resources/2026-ero-enterprise-cmep-implementation-plan.pdf


2026 CMEP IP ð Grid Transformation Risks
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Control Center Definition

Control Center

ÅOne or more facilities hosting 
operating personnel that monitor and 
control the Bulk Electric System (BES) 
in Real-time to perform the reliability 
tasks, including their associated data 
centers of:

Å1) Reliability Coordinators

Å2) Balancing Authorities

Å3) Transmission Operators for 
transmission Facilities at two or more 
locations

Å4) Generator Operators for generation 
Facilities at two or more locations 
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Low vs. High Risk

Low or 

Medium/High 

Impact?
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Third -Party Monitoring or Control

Third-Party

Control System RTU Relay
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To BES Cyber 
Asset (BCA) or 
not to BCA? 

Better 
equipped to 
identify gaps 
in the controls 
necessary to 
meet all the 
CIP 
Requirements 
and 
obligations. 

CIP -002 Considerations for Third -Party Cyber Assets
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Risks

Unauthorized 
Access

Exploitation of 
Device  

Vulnerabilities

Introduction of 
Malware

Controls

Background 
Checks/Offboarding

Device 
Management 

Policies 

Cyber Hygiene 
SCRM

Third -Party Vendor and Device Risks
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Remote Connection Risks

Entity Network

Third-Party

Malicious 

Communications? 

Monitoring, Logging, 

Access Control

Unauthorized 

Access? 

MFA

Unauthorized 

Disclosure? 

Encryption

Persistent 

Connection?

No

Location of 

Third-Party?

Privileged 

Access?
Detective 

Controls

18



ÅUnauthorized disclosure

ÅUnauthorized access

ÅIntroduction of malicious communications/code

ÅLack of visibility

Risks

ÅEncryption

ÅMFA, strict ACLs, privileged access policies

ÅIDS/IPS, SIEM, device management policies, deep pack 
inspection

ÅMethods to monitor and terminate sessions

Controls

ÅUnderstand what technology makes the facility work

ÅUnderstand the configuration

ÅSufficient training and education
Best Practices

Recap Risks vs. Controls
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2026 ERO Enterprise CMEP Implementation Plan

2025 NER CIP Roadmap

2024 CIP Themes and Lessons Learned

2023 Top Routinely Exploited Vulnerabilities | CISANation-State Cyber Actors | Cybersecurity and Infras

tructure Security Agency CISA

SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations | CSRCCryptographic Standards and Guidelines | CSRC

NERC
2026 ERO Enterprise CMEP Implementation Plan

NERC
2025 NER CIP Roadmap

RF
2024 CIP Themes and Lessons Learned

CISA

2023 Top Routinely Exploited Vulnerabilities | CISA

Nation-State Cyber Actors | Cybersecurity and Infrastructure Security Agency CISA

NIST

SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations | CSRC

Cryptographic Standards and Guidelines | CSRC

Resources
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https://www.nerc.com/globalassets/programs/compliance/cmep-resources/2026-ero-enterprise-cmep-implementation-plan.pdf
https://www.nerc.com/globalassets/our-work/reports/special-reports/nerc_cip_roadmap_01122026.pdf
https://www.rfirst.org/wp-content/uploads/2024/08/2024-CIP-Themes-and-Lessons-Learned.pdf
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-317a
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/Projects/Cryptographic-Standards-and-Guidelines


Questions?



CIP -003 -9

Low Impact BES 

Remote Connectivity

Rebekah Barber

CIP Compliance Team Lead

April 1, 2026



Why CIP-003-9?

What Does the Standard Say?

What is Applicable?

Potential Implementation and 
Evidence Needed

Best Practices

Agenda
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Aggregation 
of Control

Registration 
of IBRs

CMEP IP Effective 
Date

Why Are We Talking About This?
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What is CIP -003 -9?

Whatôs 
New?

Background
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R2

ÅEach Responsible Entity with at least 
one asset identified in CIPȤ002 
containing low impact BES Cyber 
Systems shall implement one or 
more documented cyber security 
plan(s) for its low impact BES Cyber 
Systems that include the sections in 
Attachment 1.

Attachment 1

ÅResponsible Entities shall include 
each of the sections provided below 
in the cyber security plan(s) required 
under Requirement R2. 

ÅResponsible Entities with 
multipleȤimpact BES Cyber Systems 
ratings can utilize policies, 
procedures, and processes for their 
high or medium impact BES Cyber 
Systems to fulfill the sections for the 
development of low impact cyber 
security plan(s). Each Responsible 
Entity can develop a cyber security 
plan(s) either by individual asset or 
groups of assets.

What Does the Standard Say?
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What Does the Standard Say?

Section 6: Vendor Electronic Remote Access Security 
Controls

ÅFor assets containing low impact BES Cyber System(s) identified 
pursuant to CIPȤ002, that allow vendor electronic remote access, the 
Responsible Entity shall implement a process to mitigate risks associated 
with vendor electronic remote access, where such access has been 
established under Section 3.1. 

ÅThese processes shall include: 

Å6.1 One or more method(s) for determining vendor electronic remote 
access; 

Å6.2 One or more method(s) for disabling vendor electronic remote 
access; and  

Å6.3 One or more method(s) for detecting known or suspected inbound 
and outbound malicious communications for vendor electronic remote 
access. 
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Assets containing low 
impact BES Cyber 

Systems (BCS)
Vendor

Electronic remote 
access

Access that has been 
established under 

section 3.1

Applicability
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ÅBetween a low impact BES Cyber System(s) 
and a Cyber Asset(s) outside the asset 
containing low impact BES Cyber System(s) 

ÅUsing a routable protocol when entering or 
leaving the asset containing the low impact 
BES Cyber System(s) 

ÅNot used for timeȤsensitive protection or control 
functions between intelligent electronic devices 
(e.g., communications using protocol IEC TRȤ
61850Ȥ90Ȥ5 RȤGOOSE) 

Section 3.1 
Permits only 

necessary 
inbound and 

outbound 
electronic access 
as determined by 
the Responsible 

Entity for any 
communications 

that are: 

Access Under Section 3.1
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6.1 One or more method(s) for 
determining vendor electronic remote 

access 

6.2 One or more method(s) for disabling 
vendor electronic remote access

6.3 One or more method(s) for detecting 
known or suspected inbound and 

outbound malicious communications for 
vendor electronic remote access

2.4 Have one or more methods for 
determining active vendor remote 

access sessions (including Interactive 
Remote Access and system-to-system 

remote access)  

2.5 Have one or more method(s) to 
disable active vendor remote access 
(including Interactive Remote Access 
and system to-system remote access) 

1.5 Have one or more methods for 
detecting known or suspected 

malicious communications for both 
inbound and outbound 

communications

CIP-003-9 CIP-005-7

30

Relationship with CIP -005 -7



Determining Access Disabling Access

Implementation Considerations
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Implementation Considerations

Detecting Malicious 
Communications
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Example Electronic Access Diagram

Low Impact Asset

Low Impact Asset

Low Impact Asset

Low Impact Asset
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Process Documentation

Firewall Rules

Screenshots and System 
Generated Evidence

Requested Evidence
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MFA

Alerting

Zero Trust

Best Practices
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Additional Resources

Guidelines and Technical Basis

Technical Rational

Texas RE Outreach

CIPWG
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CIP-012-2

July 1, 2026

37

Just So You Knowé



Questions?



Return at: 10:25 am

To submit questions during the 
workshop, please visit slido.com and 
enter todayôs participant code: TXRE

AGENDA

Texas RE Spring Standards, 

Security, & Reliability Workshop

Å Aggregation of Control

Å CIP-003-9 Low Impact BES 

Remote Connectivity

Å Frequency and Voltage 

Protection Settings for 

Generation Resources

Å AI-Augmented Embedded 

Security Assessment for BES 

Resilience

Å Common Root Cause Codes

Å FERC Update

Å Large Loads Interconnection in 

ERCOT

Å NERC CIP Drip

Å Supply Chain Resilience in a 

World of Geopolitical Cyber Risk



Frequency & Voltage 

Protection Settings for 

Generation  Resources

Blake Ianni

O&P Compliance Team Lead

April 1, 2026



PRC-024-4 

ÅBackground & Requirements

PRC-028-1 & PRC-029-1

ÅBackground & Implementation Plans

Protection Settings Best 
Practices & Controls

Comparison to NOGRR245

Periodic Data Submittals (PDS) 
Process

41

Agenda



Sli.do (#TXRE)

Slido Question

What risks do PRC -028-1 & PRC-029-1 address?
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Ensure settings are 
properly calculated for 
applicable frequency & 

voltage protections

Analyze the effects of 
frequency & voltage 
excursions on the 
system protection

Set frequency & voltage 
protection to prevent 

trips & momentary 
cessation within the 
ñno trip zoneò

Protection Settings Objectives  
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PRC-024-4 Applicability

ÅGenerator Owners (GOs) and Transmission Owners 
(TOs) that apply protection settings

ÅSynchronous generators

ÅType 1 and Type 2 wind resources

ÅSynchronous condensers

PRC-029-1 Applicability

ÅGenerator Owner

ÅBulk Electric System (BES) IBRs

ÅNon-BES IBRs with:

ÅAggregate nameplate Ó 20 mVA and

ÅConnected to common point of connection Ó 60 kV

Upcoming Protection Setting Standards

PRC-024-3

PRC-029-1 PRC-024-4

Effective October 1, 2026
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Frequency and Voltage Protection Settings

ÅGO & TO are responsible for:

ÅSetting its frequency protection (R1)

ÅSetting its voltage protection (R2)

ÅDocumenting each known equipment limitation that prevents Facility from 
meeting protection criteria in R1 or R2 (R3)

ÅProviding protection settings to its Planning Coordinator (PC) or 
Transmission Planner (TP) when requested within 60 days (R4)

Ride-through vs. Protection Settings

ÅRemain connected during defined frequency and voltage events

ÅShould be specific to the voltage and frequency protective capabilities

ÅOutside of the curves is the ñmay-trip zoneò

PRC -024 -4 Requirements Overview
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PRC -024 -4 Requirement R1 Attachment 1
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PRC -024 -4 Requirement R2 Attachment 2



PRC -024 -4 Requirement R2 Attachment 2
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PRC -024 -4 Requirements R3 & R4

Document each known regulatory or equipment limitation that 
prevents the Facility from meeting R1 or R2 protection criteria

ÅExamples: Study results, experience from an event or manufacturerôs advice

ÅLimitations originating in the equipment protected by the relay(s)

R3.1: Communicate limitations to PC and TP

ÅWithin 30 calendar days of: Identifying a limitation, repairing or replacing 
equipment with limitations, or creating or adjusting limitations caused by 
consumption of cumulative turbine life-time frequency excursion allowance

R4: Provide protection settings to PC or TP

ÅWithin 60 calendar days of written request

ÅWithin 60 calendar days of change to previously requested settings

49



Protection Standards for IBRs

PRC -028 -1 & PRC -029 -1

50



Background of PRC -028 -1

PRC-002-5 Applicability

ÅReliability Coordinator

ÅTransmission Owner

ÅGenerator Owner 
excluding inverter-based resources (IBRs)

PRC-028-1 Applicability

ÅGenerator Owner

ÅFacilities:

ÅBulk Electric System (BES) IBRs

ÅNon-BES IBRs with:

ÅAggregate nameplate Ó 20 mVA and

ÅConnected to common point of 
connection Ó 60 kV
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PRC-002-4

PRC-028-1 PRC-002-5

Effective 

April 1, 2025



PRC -028 Disturbance Monitoring and Reporting for IBRs 

Purpose

ÅTo have adequate data 
available from IBRs to 
evaluate IBR Ride-through 
performance during system 
disturbances and to provide 
data for IBR model 
validation

Requirements

ÅR1 ï Sequence of event 
recording (SER) data

ÅR2 & R3 ïFault recording 
(FR) data

ÅR4 & R5 ïDynamic 
Disturbance Recording 
(DDR) data 

ÅR6 ïTime synchronization

ÅR7 ïProviding data

ÅR8 ïRestoring recording 
capability
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PRC -028 -1 Implementation Plan

*BES IBRs 

Commercial Operations Date (COD) 
on/before 4/1/2025

Ç12/31/2028-50% of BES IBRs comply with R1 -R7

Ç1/1/2030-100% of BES IBRs comply with 
R1-R7

COD after 4/1/2025 but within 15 calendar 
months of Effective Date**

Ç100% of BES IBRs comply with R1 -R7 within 15 
calendar months

COD after 15 calendar months of Effective 
Date

Ç100% of BES IBRs comply with R1 -R7 by COD

BES IBRs (Regardless of COD)

ÇR8ðcomply by 1/1/2026
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Non-BES IBRs (Category 2) 

Commercial Operations Date (COD) 
on/before 5/15/2026

Ç1/1/2030-100% of non -BES IBRs comply 
with R1 -R7

COD after 5/15/2026 but within 15 
calendar months of Effective Date**

Ç100% of non -BES IBRs comply within 15 
calendar months

COD after 15 calendar months of 
Effective Date

Ç100% of non -BES IBRs comply with R1 -R7 
by COD

Non-BES IBRs (Regardless of COD)

ÇR8ðcomply by 4/1/2027

*Effective Date: April 1, 2025

**Refer toCMEP Practice Guide: Implementation of ñAnnualò and ñCalendar Month(s)ò



Purpose

ÅTo ensure that 
IBRs Ride-
through to support 
the Bulk Power 
System (BPS) 
during and after 
defined frequency 
and voltage 
excursions

Applicability

ÅGenerator Owner

ÅBES IBRs

ÅNon-BES IBRs 
with:

ÅAggregate 
nameplate Ó 
20 mVA and

ÅConnected to 
common point 
of connection Ó 
60 kV

Requirements

ÅR1 & R2 ï 
Voltage Ride-
through 
capabilities

ÅR3 ïFrequency 
Ride-through 
capabilities 

ÅR4 ïHardware 
limitations

54

PRC -029 -1 Frequency and Voltage Ride -through for IBRs 



PRC -029 -1 Implementation Plan ñDesign vs. Operations

Design Capabilities for Voltage and 
Frequency Ride-through

ÅEntities must demonstrate the design 
capability for each IBR adheres to R1-R3 
requirements

ÅFrom R1, Measure 1: ñEach Generator 
Owner shall have evidence to demonstrate 
the design of each IBR will adhere to Ride-
through requirements, as specified in 
Requirement R1.ò

ÅExamples of evidence: dynamic 
simulations, studies, plant protection 
settings, and control settings design 
evaluation.

Operations (Performance-Based) Elements 
for Voltage and Frequency Ride-through

ÅInstalling and implementing the settings in 
the field

ÅFrom R1, Measure 1: ñEach Generator 
Owner shall retain evidence of actual 
disturbance monitoring (i.e., sequence of 
event recorder, dynamic disturbance 
recorder, and fault recorder) to demonstrate 
that the operation of each IBR did adhere to 
Ride-through requirements, as specified in 
Requirement R1.ò
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The Implementation Plan (IP) for PRC -029 bifurcates the capability -based (design) 
elements & the performance -based (operation) elements for PRC -029-1 for R1 -R3



PRC -029 -1 Implementation Plan

*BES IBRs 

Commercial Operations Date (COD) 
on/before Effective Date

Ç10/1/2026ð100% of BES IBRs comply with 
R1, R2, & R3 design

COD after Effective Date

ÇImmediately comply with R1, R2, & R3 
design  by COD

BES IBRs (Regardless of COD)

ÇComply with R1, R2, and R3 operations  
aspect

ÇDate depends on PRC -028-1 deadlines (when 
entity establishes DME equipment 
capabilities under PRC -028-1) 

Ç10/1/2027ðRequirement R4 exemptions due
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Non-BES IBRs (Category 2)

Ç1/1/2027-100% of non -BES IBRs comply 
with R1, R2, & R3 design

Non-BES IBRs (Regardless of COD)

ÇComply with R1, R2, and R3 operations  
aspect

ÇDate depends on PRC -028-1 deadlines 
(when entity establishes DME equipment 
capabilities under PRC -028-1) 

Ç10/1/2027ðRequirement R4 exemptions 
due

*Upcoming Effective Date: October 1, 2026



Periodically perform an evaluation of
Ride-through capability 

Collaborate closely with equipment 
manufacturer on settings & any 
firmware upgrades, or parameter 
changes needed after installation

Base settings on equipment 
capability & leave a buffer zone 
between trip settings & the must 
Ride-through zone

57

Protection Settings ñBest Practices & Controls



PRC -029 -1 vs. ERCOTõs NOGRR245 Overview

NOGRR245 has Frequency Ride -through (FRT) 
Requirements for Distribution Generation Resources (DGRs) 
& Distribution Energy Storage Resources (DESRs), whereas 
NERC PRC-029-1 does not apply to these resources

NOGRR245 FRT zone is more conservative

PRC-029-1 High Voltage Ride -through (VRT) criteria extends 
to 1,800 seconds
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Voltage Ride -Through Criteria -Wind IBRs 



60

NOGRR245 vs. PRC -029 -1 VRT Curves



PRC-029-1 Attachment 2 NOGRR245 2.6.2.1 (1)
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Frequency Ride Through (FRT) Criteria for IBRs



NOGRR245 Must 
Ride-through zone 

is larger than 
PRC-029-1
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NOGRR245 vs. PRC -029 -1 FRT Curves



PRC -029 -1 vs. NOGRR245 ñKey Takeaways

NOGRR245 - Permits 
exemptions for software 
and hardware limitations

ÅApplies to Distribution 
Resources 

ÅGenerally has broader Ride-
through zones 

PRC-029-1 R4 - Permits 
exemptions only for 
hardware limitations
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Periodic Data Submittals (PDSs) 

for PRC -028 -1 & PRC -029 -1
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Periodic Data Submittal (PDS) Overview

PDSs for PRC-028-1

ÅR8-Corrective Action Plan 
(CAP) after failure of 
recording capability

ÅR1 through R8ðRequesting 
extension of compliance 
dates (upcoming PDS)

PDS for PRC -029-1

ÅUpcoming PDS: R4-Hardware 
Limitations (Exemption from 
Ride-through criteria)
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