Texas RE Spring Standards,
Security, & Reliability Workshop

AGENDA April 1, 2026 |

 Aqggreqgation of Control

« CIP-003-9 Low Impact BES
Remote Connectivity To submit questions during the
 Frequency and Voltage workshop, please visit slido.com and

Protection Settings for enter today’s participant code: TXRE
Generation Resources

¢ Common Root Cause Codes
« FERC Update

 Large Loads Interconnection in || Polls
ERCOT

« NERC CIP Drip

Type your question

Supply Chain Resilience in a
World of Geopolitical Cyber Risk

Al-Augmented Embedded
Security Assessment for BES
Resilience

&  Your name (optional)




Welcome &
Instructions

Matthew Barbour

Texas RE
Manager, Communications & Training
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Antitrust Admonition

Because this event brings together market participants who
may be viewed as actual or potential competitors, we must
be mindful to conduct it in a manner that is consistent with
the antitrust and competition laws. Participants should not
disclose non-public, proprietary, or competitively sensitive
information.

Attendees should exercise independent judgment and avoid
even the appearance of discussions of agreements or
concerted actions that may be viewed as restraining
competition. Any questions on Texas RE’s Antitrust
Compliance Corporate Policy may be directed to Texas RE’s
General Counsel.



Safety Moment

In case of
emergency,
evacuate through
the nearest door

Rally point is in
the front parking
lot

Conference
Room
I

U

ublic
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Questions

To submit questions during the workshop, please visit
slido.com and enter today’s participant code: TXRE

IEI

/|| Polls

Yipe your question @

160

[ |
&  Your name (optional E
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Ensuring electric reliability for Texans
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May 13, 2026

Q2 MRC, AGR&F, and
Board Meetings

August 19, 2026

Winter

Workshop
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November 4, 2026

Weatherization .;

L

Fall Standards,

Security, &
Reliability
Workshop



https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/fallworkshop
https://www.texasre.org/pages/calendar/events/2026/may/memberrepresentativescommitteemeeting
https://www.texasre.org/pages/calendar/events/2026/may/memberrepresentativescommitteemeeting
https://www.texasre.org/pages/winterreliabilityworkshop
https://www.texasre.org/pages/winterreliabilityworkshop
https://www.texasre.org/pages/winterreliabilityworkshop
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0)) Social Media

Linked[f}] /texas-reliability-entity-inc

@Texas_RE Inc

0 [TexasReliabilityEntity



https://www.linkedin.com/company/texas-reliability-entity-inc-
https://www.facebook.com/TexasReliabilityEntity/

Executive
Welcome

Joseph Younger

Texas RE

Senior Vice President & Chief Operating
Officer
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Aggregation of Control

Jason Georgoulis
CIP Physical & Cyber Security Analyst

April 1, 2026




Risk Focus & CMEP IP Risk Factors
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2026 ERO Enterprise
Compliance Monitoring and-
Enforcement Program
Implementation Plan

October 2025 Risk Elements

Remote Connectivity

Supply Chain

RELIABILITY | RESILIENCE | SE Ph Sical SeCU rlt
| 1 | Grid Transformation

= Facility Ratings

Response



https://www.nerc.com/globalassets/programs/compliance/cmep-resources/2026-ero-enterprise-cmep-implementation-plan.pdf
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2026 CMEP IP - Grid Transformation Risks

Table 5: Grid Transformation

Rationale Standard Req Entities for Attention
Address aggregation of control concerns over third CIP-002-5.1a R1 Balancing Authority
parties performing day-to-day operations. Ensure Distribution Provider
proper identification of Control Centers to afford Generator Operator
required security controls. Generator Owner

Reliability Coordinator
Transmission Operator
Transmission Owner




Control Center Definition

Control Center

One or more facilities hosting
operating personnel that monitor and
control the Bulk Electric System (BES)
in Real-time to perform the reliability
tasks, including their associated data
centers of:

1) Reliability Coordinators
2) Balancing Authorities

3) Transmission Operators for
transmission Facilities at two or more
locations

4) Generator Operators for generation
Facilities at two or more locations
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Low vs. High Risk

J

Low or
Medium/High
Impact?

Pu

blic



Public

Third-Party Monitoring or Control

Third-Party

9
"

¢,




CIP-002 Considerations for Third-Party Cyber Assets

To BES Cyber
Asset (BCA) or
not to BCA?

Better
equipped to
identify gaps
in the controls
necessary to
meet all the
CIP
Requirements
and
obligations.

Pu
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Third-Party Vendor and Device Risks

Risks Controls

~ ~ )
Unauthorized Background
Access Checks/Offboarding
. . y,
~ ~ )
Exploitation of Device
Device Management
Vulnerabilities Policies
. . y,
~ ~ )
Cyber Hygiene
Introduction of Y SCRy“%I
Malware
. . y,
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Malicious

Location of Communications?
Third-Party? Monitoring, Logging,
Access Control
Unauthorized

Disclosure? Unauthorized

Encryption Access?
MFA

Firewall

Third-Party \

Privileged
Access?

Persistent
Connection?
No

Detective
Controls




Recap Risks vs. Controls

* Unauthorized disclosure

R = k « Unauthorized access
I S S * Introduction of malicious communications/code

» Lack of visibility

* Encryption
* MFA, strict ACLs, privileged access policies

CO n trO I S  IDS/IPS, SIEM, device management policies, deep pack

inspection
* Methods to monitor and terminate sessions

» Understand what technology makes the facility work

B eSt P ra Cti Ces » Understand the configuration

« Sufficient training and education

Public
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2026 ERO Enterprise CMEP Implementation Plan J

2025 NER CIP Roadmap J

2024 CIP Themes and Lessons Learned

2023 Top Routinely Exploited Vulnerabilities | CISA
Nation-State Cyber Actors | Cybersecurity and Infrastructure Security Agency CISA

SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations | CSRC
Cryptographic Standards and Guidelines | CSRC



https://www.nerc.com/globalassets/programs/compliance/cmep-resources/2026-ero-enterprise-cmep-implementation-plan.pdf
https://www.nerc.com/globalassets/our-work/reports/special-reports/nerc_cip_roadmap_01122026.pdf
https://www.rfirst.org/wp-content/uploads/2024/08/2024-CIP-Themes-and-Lessons-Learned.pdf
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-317a
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/Projects/Cryptographic-Standards-and-Guidelines
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CiP-003-9
Low Impact BES
Remote Connectivity

Rebekah Barber
CIP Compliance Team Lead

April 1, 2026




Agenda

Why CIP-003-9?

What Does the Standard Say?

What is Applicable?

Potential Implementation and
Evidence Needed

Best Practices
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Why Are We Talking About This?

Aggregation
of Control

Registration
of IBRs

NORTH AMERICAN ELECTRIC
....................

2026 ERO Enterprise

Enforcement Program
Implementation Plan

Qabruary 2026

Compliance Monitoring and

%

CMEP IP

Effective
Date

Pu
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What is CIP-003-9? Publi

Background




What Does the Standard Say?

* Responsible Entities shall include

« Each Responsible Entity with at least

one asset identified in CIP-002
containing low impact BES Cyber
Systems shall implement one or
more documented cyber security
plan(s) for its low impact BES Cyber
Systems that include the sections in
Attachment 1.

each of the sections provided below
in the cyber security plan(s) required
under Requirement R2.

Responsible Entities with
multiple-impact BES Cyber Systems
ratings can utilize policies,
procedures, and processes for their
high or medium impact BES Cyber
Systems to fulfill the sections for the
development of low impact cyber
security plan(s). Each Responsible
Entity can develop a cyber security
plan(s) either by individual asset or
groups of assets.



What Does the Standard Say? Public

Section 6: Vendor Electronic Remote Access Security

Controls

« For assets containing low impact BES Cyber System(s) identified
pursuant to CIP-002, that allow vendor electronic remote access, the
Responsible Entity shall implement a process to mitigate risks associated
with vendor electronic remote access, where such access has been
established under Section 3.1.

* These processes shall include:

* 6.1 One or more method(s) for determining vendor electronic remote
access;

* 6.2 One or more method(s) for disabling vendor electronic remote
access; and

* 6.3 One or more method(s) for detecting known or suspected inbound
and outbound malicious communications for vendor electronic remote
access.
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Applicability

AsSets containing low :
impact BES Cyber Vendor Electraocnclgsr: e established under
Systems (BCS) section 3.1




Access Under Section 3.1

Section 3.1

Permits Only « Between a low impact BES Cyber System(s)
necessary and a Cyber Asset(s) outside the asset
inbound and containing low impact BES Cyber System(s)

outbound * Using a routable protocol when entering or

. leaving the asset containing the low impact
electronic access BES Cyber System(s)

CENe S CTTI TR )A . Not used for time-sensitive protection or control
the Responsible functions between intelligent electronic devices
Entity for any (e.g., communications using protocol IEC TR-

s R TG 61850-90-5 R-GOOSE)
that are:

Public



Relationship with CIP-005-7

CIP-003-9

6.1 One or more method(s) for
determining vendor electronic remote
access

6.2 One or more method(s) for disabling
vendor electronic remote access

6.3 One or more method(s) for detecting
known or suspected inbound and
outbound malicious communications for
vendor electronic remote access

CIP-005-7

2.4 Have one or more methods for
determining active vendor remote
access sessions (including Interactive
Remote Access and system-to-system
remote access)

2.5 Have one or more method(s) to
disable active vendor remote access
(including Interactive Remote Access
and system to-system remote access)

1.5 Have one or more methods for
detecting known or suspected
malicious communications for both
inbound and outbound
communications

Public



Implementation Considerations

Determining Access Disabling Access

Public
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O Implementation Considerations

Communications




Example Electronic Access Diagram

Low Impact Asset Low Impact Asset

Public



Requested Evidence

Firewall Rules

Process Documentation

Screenshots and System

Generated Evidence

Public



Public

Best Practices
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QO Additional Resources

Guidelines and Technical Basis

Technical Rational

Texas RE Outreach

CIPWG
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O Just So You Know...

CIP-012-2

July 1, 2026
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_ [=]
Texas RE Spring Standards, =
Security, & Reliability Workshop
AGENDA Return at: 10:25 am J

Aggregation of Control

CIP-003-9 Low Impact BES
Remote Connectivity To submit questions during the
- Frequency and Voltage workshop, please visit slido.com and

Protection Settings for enter today’s participant code: TXRE
Generation Resources

¢ Common Root Cause Codes
« FERC Update

 Large Loads Interconnection in || Polls
ERCOT

« NERC CIP Drip

Type your question

 Supply Chain Resilience in a
World of Geopolitical Cyber Risk

&  Your name (optional)

 Al-Augmented Embedded
Security Assessment for BES
Resilience




Frequency & Voltage
. Protection Settings for
gC T ~ Generation Resources

Blake lanni
O&P Compliance Team Lead

April 1, 2026
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Agenda

PRC-024-4

« Background & Requirements

PRC-028-1 & PRC-029-1

« Background & Implementation Plans

Protection Settings Best
Practices & Controls

Comparison to NOGRR245

Periodic Data Submittals (PDS)
Process

Public



Sli.do (#TXRE)

Slido Question

What risks do PRC-028-1 & PRC-029-1 address?
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Protection Settings Objectives

Set frequency & voltage
protection to prevent
trips & momentary
cessation within the
“no trip zone”

Ensure settings are Analyze the effects of
properly calculated for frequency & voltage
applicable frequency & excursions on the

voltage protections system protection
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Upcoming Protection Setting Standards

PRC-024-4 Applicability

« Generator Owners (GOs) and Transmission Owners
(TOs) that apply protection settings

 Synchronous generators PRC-024-3

* Type 1 and Type 2 wind resources
« Synchronous condensers

PRC-029-1 Applicability
+ Generator Owner PRC-029-1g@PRC-024-4
* Bulk Electric System (BES) IBRs
* Non-BES IBRs with:
« Aggregate nameplate = 20 mVVA and

» Connected to common point of connection = 60 kV

|

Effective October 1, 2026




PRC-024-4 Requirements Overview

Frequency and Voltage Protection Settings

GO & TO are responsible for:
» Setting its frequency protection (R1)
« Setting its voltage protection (R2)

« Documenting each known equipment limitation that prevents Facility from
meeting protection criteria in R1 or R2 (R3)

 Providing protection settings to its Planning Coordinator (PC) or
Transmission Planner (TP) when requested within 60 days (R4)

Ride-through vs. Protection Settings

« Remain connected during defined frequency and voltage events
» Should be specific to the voltage and frequency protective capabilities
» Outside of the curves is the “may-trip zone”

Public



PRC-024-4 Requirement R1 Attachment 1 e

Table 4: Frequency Boundary Data Points — ERCOT Interconnection

High Frequency Duration Low Frequency Duration

N

T 1 Frequency (Hz) Minimum Time (Sec) Frequency (Hz) Minimum Time (sec)
S—

3 >61.8 Instantaneous™ <57.5 Instantaneous™

C 60 >61.6 30 <58.0 2

g No Trip Zone* =60.6 540 <58.4 30

8- 59 <60.6 Continuous operation <59.4 540

—

L 53 >59.4 Continuous operation

(%]
-~

10 100
Time (Sec)




PRC-024-4 Requirement R2 Attachment 2 ke

Table 5: Voltage Boundary Data Points

High Voltage Duration Low Voltage Duration
Voltage (per unit) Minimum Time (sec) Voltage (per unit) Minimum Time (sec)
=>1.200 0.00 <0.45 0.15
>1.175 0.20 <0.65 0.30
>1.15 0.50 <0.75 2.00
>1.10 1.00 <0.90 3.00
<1.10 4.00 2 0.90 4.00




PRC-024-4 Requirement R2 Attachment 2 e

PRC-024 — Attachment 2

(Voltage No-Trip Boundaries — Eastern, Western, and ERCOT Interconnections)

The Voltage No Trip Zone ends at 4
seconds for applicability to PRC-024

b
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Figure 5: Voltage No-Trip Boundaries — Eastern, Western, and ERCOT
Interconnections

* The area outside the "No Trip Zone" is not a "Must Trip Zone."




PRC-024-4 Requirements R3 & R4 Publi

Document each known regulatory or equipment limitation that

prevents the Facility from meeting R1 or R2 protection criteria

« Examples: Study results, experience from an event or manufacturer’s advice
« Limitations originating in the equipment protected by the relay(s)

R3.1: Communicate limitations to PC and TP

« Within 30 calendar days of: Identifying a limitation, repairing or replacing
equipment with limitations, or creating or adjusting limitations caused by
consumption of cumulative turbine life-time frequency excursion allowance

R4: Provide protection settings to PC or TP

« Within 60 calendar days of written request
« Within 60 calendar days of change to previously requested settings
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Protection Standards for IBRs
PRC-028-1 & PRC-029-1
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Background of PRC-028-1

PRC-002-5 Applicability

 Reliability Coordinator
 Transmission Owner

» Generator Owner
excluding inverter-based resources (IBRs)

PRC-002-4

PRC-028-1 Applicability |

| |
 Generator Owner
 Facilities:

PRC-028-1gPRC-002-5
* Bulk Electric System (BES) IBRs

- Non-BES IBRs with: \ )

« Aggregate nameplate =2 20 mVA and Eff Yt-
. ective
 Connected to common point of April 1, 2025

connection = 60 kV




PRC-028 Disturbance Monitoring and Reporting for IBRs

* To have adequate data  R1 — Sequence of event

available from IBRs to recording (SER) data
evaluate IBR Ride-through « R2 & R3 — Fault recording
performance during system (FR) data

disturbances and to provide * R4 & R5 — Dynamic

data for IBR model Disturbance Recording
validation (DDR) data

* R6 — Time synchronization
 R7 — Providing data

* R8 — Restoring recording
capability

Pu
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PRC-028-1 Implementation Plan

*BES IBRs

Commercial Operations Date (COD)
on/before 4/1/2025

J12/31/2028-50% of BES IBRs comply with R1-R7

11/1/2030-100% of BES IBRs comply with
R1-R7

COD after 4/1/2025 but within 15 calendar
months of Effective Date**

(1100% of BES IBRs comply with R1-R7 within 15
calendar months

COD after 15 calendar months of Effective
Date

1100% of BES IBRs comply with R1-R7 by COD

BES IBRs (Regardless of COD)
(dR8—comply by 1/1/2026

Non-BES IBRs (Cateqory 2)

Commercial Operations Date (COD)
on/before 5/15/2026

11/1/2030-100% of non-BES IBRs comply
with R1-R7

COD after 5/15/2026 but within 15
calendar months of Effective Date**

(1100% of non-BES IBRs comply within 15
calendar months

COD after 15 calendar months of
Effective Date

(1100% of non-BES IBRs comply with R1-R7
by COD

Non-BES IBRs (Regardless of COD)
(dR8—comply by 4/1/2027

*Effective Date: April 1, 2025

**Refer to CMEP Practice Guide: Implementation of “Annual” and “Calendar Month(s)”

Public



PRC-029-1 Frequency and Voltage Ride-through for IBRs

* To ensure that » Generator Owner * R1 & R2 —
IBRs Ride-  BES IBRs Voltage Ride-
through to support « Non-BES IBR through
the Bulk Power Wﬁﬁ: > capabilities

System (BPS)
during and after

* R3 — Frequency

. A
ggregate Ride-through

. late 2
defined frequency ggrrrlne\?Aaaend capabilities
and voltage . Connected to « R4 — Hardware
excursions limitations

common point
of connection =
60 kV

Public
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PRC-029-1 Implementation Plan—Design vs. Operations

The Implementation Plan (IP) for PRC-029 bifurcates the capability-based (design)
elements & the performance-based (operation) elements for PRC-029-1 for R1-R3

Design Capabilities for Voltage and Operations (Performance-Based) Elements
Frequency Ride-through for Voltage and Frequency Ride-through
* Entities must demonstrate the design * Installing and implementing the settings in
capability for each IBR adheres to R1-R3 the field
requirements « From R1, Measure 1: “Each Generator
* From R1, Measure 1: “Each Generator Owner shall retain evidence of actual
Owner shall have evidence to demonstrate disturbance monitoring (i.e., sequence of
the design of each IBR will adhere to Ride- event recorder, dynamic disturbance
through requirements, as specified in recorder, and fault recorder) to demonstrate
Requirement R1.” that the operation of each IBR did adhere to
» Examples of evidence: dynamic Ride-through requirements, as specified in
simulations, studies, plant protection Requirement R1.”

settings, and control settings design
evaluation.



PRC-029-1 Implementation Plan Publc

*BES IBRs Non-BES IBRs (Cateqgory 2)
Commercial Operations Date (COD) 1/1/2027-100% of non-BES IBRs comply
on/before Effective Date with R1, R2, & R3 design
010/1/2026—100% of BES IBRs comply with Non-BES IBRs (Regardless of COD)
R1, R2, & R3 design L Comply with R1, R2, and R3 operations
COD after Effective Date aspect
dImmediately comply with R1, R2, & R3  Date depe_nds on PRC-028-1 deadlines
design by COD (when entity establishes DME equipment
capabilities under PRC-028-1)
BES IBRs (Regardless of COD) _ _
110/1/2027—Requirement R4 exemptions
L Comply with R1, R2, and R3 operations due
aspect

(1 Date depends on PRC-028-1 deadlines (when
entity establishes DME equipment
capabilities under PRC-028-1)

110/1/2027—Requirement R4 exemptions due

*Upcoming Effective Date: October 1, 2026
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Protection Settings—Best Practices & Controls

Periodically perform an evaluation of
Ride-through capability

Collaborate closely with equipment
manufacturer on settings & any
firmware upgrades, or parameter
changes needed after installation

Base settings on equipment
capability & leave a buffer zone
between trip settings & the must
Ride-through zone




PRC-029-1 vs. ERCOT’s NOGRR245 Overview

NOGRR245 has Frequency Ride-through (FRT)
Requirements for Distribution Generation Resources (DGRS)
& Distribution Energy Storage Resources (DESRs), whereas
NERC PRC-029-1 does not apply to these resources

NOGRR245 FRT zone is more conservative

PRC-029-1 High Voltage Ride-through (VRT) criteria extends
to 1,800 seconds

Public



Voltage Ride-Through Criteria-Wind IBRs Puslic

PRC-029-1 NOGRR245
Attachment 1: Voltage Ride-Through Criteria 2.9.1.1 Preferred Voltage Ride-Through Requirements
for Transmission-Connected Inverter-Based Resources
Table 1: Voltage Ride-through Requirements for AC-Connected Wind IBR '* (IBRs)
Voltage o - Minimum Ride- 1) All IBRs subject to this Section shall ride through the root-mean-square voltage
v 14 peration Region . , . = .
(per unit) Through Time (sec) conditions in Tables A or B below, as applicable, as measured at the IBR’s POTB:
> 1.20 MiAT N/A . .
Table A: Applicable to WGR IBRs
z1.10 Mandatory Operation Region 1.0
> 1.05 Continuous Operation Region 1800 Root-Mean-Square Voltage Minimum Ride-Through Time
= 1.05 and = 0.90 Continuwous Operation Region Continuous el et el Eroiiis
0.0 \and o S 400 V=120 May ride-through or trip
<0, and: .
andatory Operation Region 110<V <120 1.0
< 0,70 Mandatory Operation Region 2.50 0o0<y<1.10 continuous
< 0,50 Mandatory Operation Region 1.20 0.70 =V =090 30
<025 Mandatory Operation Region 0.16 LA S S —
010 P o 0.25 £V < 0.50 1.2
< 0, t .
SR T s 0.005625 £V < 0.25 (V+0.084375)/0.5625
V= (005625 016

ERCOT preserves portion of legacy curve
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NOGRR245 vs. PRC-029-1 VRT Curves

Voltage Ride-Through (VRT) Profiles: Preferred vs Legacy  grassmmmss bu

14
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Frequency Ride Through (FRT) Criteria for IBRs bt

PRC-029-1 Attachment 2 NOGRR245 2.6.2.1 (1)

2.6.2.1 Frequency Ride-Through Requirements for Transmission-Connected Inverter-Based
Resources (IBRs), Type 1 Wind-Powered Generation Resources (WGRs) and Type 2
WGRs

Table 3: Frequency Ride-through Capability Requirements

Minimum Ride-Through

SyStEI'I'I F"ECIUE'“:? (HZ) Time (SEC) (1) This Section applies to all IBRs, Type 1 Wind-powered Generation Resources (WGRs)
and Type 2 WGRs connected to the ERCOT Transmission Grid. Such Resources shall

ride through the frequency conditions at the Resource’s Point of Interconnection Bus

>61.8 May trip (POIB) specified in the following table:
>6l.2 299 Minimum Ride-Through Time
Frequency (f) in (Hz) (seconds)
<£61.2and 2 58.8 Continuous f>61.8 May ride-through or trip
<58.8 299 61.6<f<61.8 299
) 61.2<f<61.6 540
. 58.8<f<61.2 continuous
<370 Maytrip asi<ses 540
f<57.0 May ride-through or trip




NOGRR245 vs. PRC-029-1 FRT Curves
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PRC-029-1 vs. NOGRR245—Key Takeaways

PRC-029-1 R4 - Permits
exemptions only for
hardware limitations

NOGRR245 - Permits
exemptions for software
and hardware limitations

* Applies to Distribution
Resources

» Generally has broader Ride-
through zones

Public
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Periodic Data Submittals (PDSs)
for PRC-028-1 & PRC-029-1




Public

Periodic Data Submittal (PDS) Overview

PDSs for PRC-028-1

« R8-Corrective Action Plan
(CAP) after failure of
recording capabillity

* R1 through R8—Requesting
extension of compliance
dates (upcoming PDS)

PDS for PRC-029-1

« Upcoming PDS: R4-Hardware
Limitations (Exemption from
Ride-through criteria)




PRC-028-1 R8 Event-driven PDS for CAP Publc

R8. Each Generator Owner shall, upon the discovery of a failure of the recording capability
for the SER, FR, or DDR data: [Violation Risk Factor: Lower] [Time Horizon: Long-term
Planning]

* Restore the recording capability within 90 calendar days, or

¢ Submit a Corrective Action Plan (CAP) to the Regional Entity within 90 calendar
days and then implement it according to CAP timeline.

(UPRC-028-1 R8 CAP Process
= Will submit within 90 calendar days through Align Period Data Submittal section
= Submit supporting documentation via ERO Secure Evidence Locker (SEL)
o Include the CAP itself & evidence of implementation per CAP timeline
= Evidence can include:
o Dated reports of discovery of a failure
o Documentation with the date the data recording was restored
o SCADA records
o Dated CAP
= Able to submit within Align currently




PRC-028-1 PDS for Compliance Date Extension e

‘ Overview of PRC-028-1
3 Compliance Date Extension

« Based on the Implementation Plan for
PRC-028-1

« GOs may request an extension from the
compliance dates for Requirements
R1-R8

 For IBRs that were COD before the Apiril
1, 2025, effective date

« For circumstances beyond GQO’s control
that prevent installation of Disturbance
Monitoring Equipment on its IBRs

* Due at least three months prior to
compliance date for which extension is
being requested




PRC-028-1 PDS for Compliance Date Extension (Cont.) e

PDS extension request module is being developed in Align

Will include a spreadsheet to download, complete, and upload to SEL

Must contain the info listed on pg.4 of IP

* 1.1. Identification of the inverter-based resource(s) for which the entity requests the
extension

* 1.2. A plan for installing the Disturbance Monitoring Equipment and a timetable for
completion

» 1.3. A description of the circumstances precluding the timely installation of

Disturbance Monitoring Equipment and how those circumstances are beyond the
control of the entity

* 1.4. Any other information the entity deems relevant to the Compliance
Enforcement Authority’s (CEA) consideration of its request



PRC-029-1 R4 Hardware Limitation PDS Publc

PDS is currently being developed by ERO Enterprise
Due 12 months after effective date of Standard (October 1, 2027)

Align PDS and accompanying spreadsheet & evidence to SEL

Evidence should include all information in R4.1.1 through 4.1.5

 |IBR info, which specific aspects of Ride-through requirements IBR is unable to meet
+ ID the hardware piece(s) with limitation, relevant technical documentation
* Any plans to remedy limitation

R4.2-Provide copy of R4.1 information to associated entities

R4.3-Communicate replacement of hardware limitation

Acceptance of PDS

« Texas RE verifies GO submits all information in sub-Requirements of R4.1 (footnote 12 of
PRC-029-1)



Resources

UPRC-024-4 Standard

UPRC-028-1 Standard

UPRC-028-1 RSAW

UPRC-029-1 Standard

LUPRC-028-1 Implementation Plan
LUPRC-024-4 & PRC-029-1 Implementation

Plan

LU CMEP Practice Guide on Annual &
Calendar Months
LONOGRR245 Info
= 245NOGRR-PUCT Report

= PRC-029-1 & NOGRR245 Category 2
Regqistration Practice Guide

= PRC-028 vs |IEEE 2800-2022 vs
NOGRR255

Public

Project Pages

= 2020-02 Modifications to PRC-024
(Generator Ride-through)

= 2021-04 Modifications to PRC-002 -
Phase |l
dTechnical Rationale
= PRC-024-4 Technical Rationale
= PRC-028-1 Technical Rationale
= PRC-029-1 Technical Rationale

JProposed Implementation
Guidance

= PRC-029-1 Requirement R4
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Roadmap

Importance of Root Cause

Align Root Cause Codes

Most Common Root
Cause Codes

Best Practices to address
Common Root Causes
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© Importance of Root Cause

Required analysis

for disposition of

g ot

Define the Problem

Potential Non-
compliance (PNC) T T—

* Necessary to determine WISt
appropriate prevention
of reoccurrence
mitigation Why is that?

* Help identify potential
risks and best practices

Why is that?

Why is that? Root Cause
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Root Cause Codes Development

Root Cause Codes introduced to Align for Regional Available for registered entities to select on self-
users reported PNCs in 2025

Dec. 2024

NERC Cause Code User Guide in December 2024
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Root Cause Code Selection in Align

Mote: Flease use the Enforcement Cause Codes from the list in the magnifying glass by selecting '"EMF first. Do not use the old cause codes
that begin with A.

Contributing Cause
Code(s) &

Root Cause Code & ENF-01 - Change Management ‘iﬂ
Q

Root Cause Analysis
Notes &

Root Cause Analysis
Complete

Mote; Please use the Enforcement Cause Codes from the list in the magnifying glass by selecting '"EMF first. Do not use the old cause
codes that begin with A

Root Cause Code 4 | ENF-01- Change Management Q
Contributing Cause ENF-06 - Activity Performed but Lack of or Deficient or Incorrect x Q
Code(s) ¥ | Documentation from Third-Party
ENF-05 - Activity Performed but Lack of or Deficient or Incorrect »

Documentation




Root Cause Code Choices

ENF-01 Change Management

ENF-06 - Lack of/Deficient
Documented Evidence - Third
Party/Vendor

ENF-11 - Additional Training
Needed

ENF-02
Communication/Coordination
Internal

ENF-07 - Lack of/Deficient
Policy/Procedure - Company
Wide

ENF-12 - Lack of/Deficient
Training Materials and
Content

ENF-16 - Exceptional
Circumstances

ENF-03
Communication/Coordination
External

ENF-08 - Lack of/Deficient
Policy/Procedure -
Department/Business Level

ENF-13 - Lack of
Understanding or Lack of
Compliance Awareness

ENF-17 - Human Performance
Failure

ENF-04 - Design - Ineffective
Process Flow or System
Design or Failure of
System/Technology

ENF-09 - Ineffective
Preventive Controls

ENF-14 - Ineffective
Organizational Methods

ENF-18 - Other

Public

ENF-05 - Lack of/Deficient
Documented Evidence

ENF-10 - Ineffective
Validation/Detective Controls

ENF-15 - Ineffective Resource
or Project Planning
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Texas RE’s Most Used Root Cause Codes

Top 10 Root Cause Codes

20%
18%
16%

14%

12%
10%
8%
6%
4%
0%

ENF-09 ENF-08 ENF-15 ENF-10 ENF-07 ENF-14 ENF-13 ENF-11 ENF-01 ENF-02
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€) ENF-09: Ineffective Preventive Controls

NERC Guidance

“Lack of or ineffective internal controls
designed to prevent noncompliance.
Detective controls were implemented but
there was an ineffective or lack of
preventative control (e.g., checklist,
secondary reviewer, workflow, or a
backup or a redundant control).”
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Examples of Ineffective Preventive Controls

MOD-026 R2 CIP-003 R2 CIP-010 R1

* Missed MOD-026 R2 * Personnel did not * Failed to maintain
deadline complete the process correct baseline

* No compliance task rr?{r%ﬂgﬁgﬂgo}he * Process made it
TEMITEEE malicious code when ggzzlg Igsfgertr;et\(/)vlge

* No compliance tracking connecting a transient overlooked
software cyber asset to a low

. No automated impact BES cyber - Baseline needed to be
s system manually com.pared to

. No checklist asset production status
data

* No reminder of the
steps included in the
procedure

 No secondary review




« Added MOD-026
to compliance
tracking software

» Set up automated
reminders

* Periodic meeting
to review
compliance
obligations and
tasks

Effective Mitigation for Ineffective Preventive Controls

MOD-026 R1 CIP-003 R2 CIP-010 R1

 Periodic training
 Labeled BCAs to

 Automated review

« Added secondary
remind personnel review

of procedures for .

Transient Cyber ,f\e%du??egtggvthat
Assets (TCAS) assate 10 be

and Removable added to baseline

Media prior to being
placed into
production



© ENF-08: Lack of or Deficient Procedure—Department/Business Level

NERC Guidance

“Ineffective business-level
procedure/process — Standard
Operating Procedure, Instructions,
department-based. Needs new
policy/procedure/process (did not
exist) or was deficient.”
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Examples of Lack of or Deficient Procedure

VAR-002 R2 CIP-007 R2 CIP-010 R1

» Failed to provide timely » Failed to evaluate and * Failed to maintain
notifications when apply security patches accurate baseline
sgﬁg'té ii\r/]géi(ljefrom « Aware of requirement to * Procedure/automated

9 evaluate and apply program allowed for

« Had a procedure for security patches for the device backups to be
voltage and reactive software at issue used if most recent
corrlftrol settings and + Personnel mistakenly |nfﬁrrgatlon could not be
performance believed it was putie

 However, procedure did evaluating all relevant * Program did not flag
not include specific security patches baselined items where

instructions relating to backups were used
the notification
timeframes for

deviations

* However, personnel
failed to check at least
one patching source
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Effective Mitigation for Lack of or Deficient Procedure




ENF-15 Ineffective Resource or Project Planning

NERC Guidance:

“There was improper allocation of resources and/or improper
scoping of project, including:
(i) insufficient supervisory resources to provide necessary
supervision;
(ii) insufficient workforce or and equipment/tools to support
identified compliance-related goals/objectives/tasks,

including allotting sufficient time to complete tasks, train,
or to implement quality procedures or controls;

(iii) work planning did not account for potential interruptions
and/or special circumstances; and/or

(iv) work planning did not include coordination with all
departments or business units involved in completing the
tasks.”
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Examples of Ineffective Resource or Project Planning

» Missed deadline
* Entity used compliance task tracking tools

* However, the tracking process did not ensure sufficient lead time to finalize
report after testing

MOD-026 R2

 The verification testing was performed before the required deadline

» The report was not completed until after the deadline to provide the verified
model data to the TP

* Failed to review R1 identifications at least once every 15 months and have CIP
senior manager or delegate approve the identifications

CIP-002 R2 » Compliance team had high rate of turnover
« Team members with little or no onboarding training

» Resulted in only one CIP team member for a significant period with no other
compliance personnel to support the CIP tasks




Effective Mitigation for Ineffective Resource or Project Planning

* Programed compliance tracking software to
trigger a planning meeting

* Built out longer timeline in both tracking software
and deadlines in procedure

MOD-026 R2

« Added additional team members
* Hired CIP consultant

 Training

* Verification/detective control

CIP-002 R2




© ENF-10: Ineffective Validation/Detective Controls o

NERC Guidance

“Lack of or an ineffective
validation/detective control.
Preventative controls were
implemented but there was an
ineffective or lack of a
validation/detective control after
completion of the task.”
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Examples of Ineffective Validation/Detective Controls

PRC-025 R1 CIP-003 R2

« Entity had incorrect relay settings « Failed to permit only necessary
_ , _ inbound and outbound electronic
 Entity determined that relay settings access

should be changed
_ » Created a list of all firewall rules
* Work order created to implement
_ * Never reviewed active firewall rules

 Employee incorrectly marked the

associated work orders as complete

when the required relay setting

changes had not been completed in

the field




Effective Mitigation for Ineffective Validation/Detective Controls

Periodic
O ‘ review of
firewall
Check rules
active
relay
settings

Created verification task

Walk-

downs
(FAC-008)

Public
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Q' ENF-07: Lack of Deficient Policy/Procedure Company Wide

NERC Guidance

» “Ineffective management
policy-high level, company
wide issue. Needs new
policy/procedure/process (did
not exist) or was deficient.”




Public

Examples of Lack of Deficient Policy/Procedure Company Wide

PRC-005 VAR-002 CIP-003 R2

 Failure to document  Failure to monitor voltage  Failure to implement and
testing at correct location review physical access
: controls
 Failure to get records « Energy Management
when acquiring Facility so System (EMS) was set to  Historically, entity allowed
could not demonstrate monitor at the wrong for each Facility to
compliance location manage physical access

at the site level without
centralized standards or
periodic oversight




Public

Effective Mitigation for Lack of Deficient Policy/Procedure
Company Wide

VAR-002 CIP-003 R2

PRC-005

 New compliance software « Corrected procedure to » Established a centralized
for better record note the correct location at procedure:
management which to monitor voltage o o
 Periodic training on the
 Training for « Corrected Energy procedure
corporate/legal/acquisitions Management System to _
team on NERC compliance monitor at the correct * Assigned personnel to

requirements location perform review
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FERC and the Office of Electric Reliability
Priorities and Current Focus Areas

Federal Energy Regulatory Commission

Deepak Ramlatchan,
Deputy Director, Office of Electric Reliability
Federal Energy Regulatory Commission

1
Texas RE Spring Workshop April 2026 ( J



Overview

Infro and OER Key Focus Areas

Challenges and Solution Opportunities

Evolving BPS

Federal Energy Regulatory Commission

Extreme Weather
Cyber Security

Load Growth: Large Loads

)
N
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Office of Electric Reliability

Responsible for protecting and
improving the reliability of ’rhe BuII<”
Power System o En

Oversight of NERC Rellq_ i
Standards developmen’rL
enforcement s

Engineering support for " |
filings and rules

Deepak Ramlatchan

Dep. Director

Kal Ayoub

¥ :r i i II;; ,— ."" Direc-l-or

Leadership Team

All opinions are my own and do not reflect the views of the
Commission or any individual Commissioner



Office of Electric Reliability (OER)

e I}_'irectnr Administration and
Kal Ayoub, Director Operations Staff
Deepak Ramlatchan, Deputy Director Michelle m'auhmm , Manager
Division of Operations and Division of Cyber Security Division of Engineering
Planning Standards Cynthia Pointer, Director and Logistics
Tayo Oyelade, Ading Director Alan Herd, Deputy Director Mark Hegerle, Director
Tayo Oyelade, Deputy Director Edward Gross, Deputy Director
Operations and Cyber Security Group 1 Enginesring Group 1
— Planmng Gmp 1 N'IJ] Kﬂpadla‘. M'Qr. Alfred COlbe‘tt, Mgr
Kevin Wierzbicki, Mar.
Operations and Cyber Security Group 2 Engineering Group 2
- Planning Group 2 Harvey Lloyd, Mar. Ena Agbedia, Mgr.
Gilbert Lowe, Mgr.
Operations and Cyber Security Group 3 Operations Group
— Planning Group 3 Jeff Sloan, Mar. Maria Hanley, Mar.
David O'Connor, Mgr.
Logistics Group

Michael Gildea, Mgr.

Office of
Electric

Reliabillity

FEDERAL ENERGY
REGULATORY COMMISSION

)




OER Functions and Responsibilifies

Review NERC-proposed penalfies

Provide tfechnical support on fariff filings and rulemakings,
focusing on system engineering and reliability impacts

Review over 500 FPA section 205/206 f|||ngz§ per year

Analyze and issue reports on blackouts and major grid
events with recommendations to mitigate recurrence

Monitor the bulk-power system 24/7 to ensure the
Commission is informed of major and evolving system events

Perform seasonal energy market and electric reliability
assessment

o5



OER Priorities

Supply Chain Compromise

Cyber and PhySiCCH Securi’ry Protections for Low Impact Assets

Physical Security

Exireme Weather

Inverter Based Resources (IBR)
Resource/Energy Adequacy, Load Growth
Priority System Attributes (e.g., quick start, ramping)

Asset Hardening (e.g., generator
freeze protection)

System Planning and Design




Office of Electric Reliabillity

OER is the Commission’s lead reliability office under section 215 of
the FPA. OER performs the oversight role for electric reliabillity,
approving and enforcmg reliability s’rdndcrds developed by NERC

Yo 'ond or require
osed by NERC

d reliability

- Advise on wheth
changes to reli

Monitor or pr@.
standards per ye

:’rondords ol
; = Bulk-Power

- Oversee complian
users, owners, and of

System (BPS)

Federal Energy Regulatory Commission



NERC RISK Priorities Report, 2025

Grid Transformation (including demand growth and large loads)
Resilience to Extreme Events
Critical Infrastructure Interdependencies

Security

ey . V V V¥V

Energy Policy

https://www.nerc.com/comm/RISC/Related%20Files%20DL/2025 RISC
ERQO Priorities Report.pdf



https://www.nerc.com/comm/RISC/Related%20Files%20DL/2025_RISC_ERO_Priorities_Report.pdf
https://www.nerc.com/comm/RISC/Related%20Files%20DL/2025_RISC_ERO_Priorities_Report.pdf

Actions to Address Reliablility Challenges

» Resource Transition

Order No. 901 — directives for new or revised reliability
standards covering IBR data sharing, model validation,
planning and operational studies, and performance
requirements

IBR Registration Orders (RD22-4, RR24-2) — Issued June 2024,
requires NERC to determine which IBRs are required to
comply with relevant reliability standards by May 2026



Actions to Address Reliability Challenges Bt

» Order 901

- Three batches of standards due November 2024, 2025, and
2026

- Second batch November 4, 2025: Data sharing, data and model
validation for registered IBRs, unregistered IBRs, and IBR-DERs in the
aggregate. Approved February 2026

- Third batch November 2026: Planning and operational studies for
reqgistered IBRs, unregistered IBRs, and IBR-DERs in the aggregate.

- Effective Date of New or Revised Standards: all new or modified

IBR-related Reliability Standards must be effective and enforceable
“well in advance of 2030.”



Actions to Address Reliability Challenges

» Cybersecurity

Summer 2025

Internal Network Security Monitoring: issued Order No. 907 (June 2025) and Order No.
?07-A (August 2025) approving Reliability Standard CIP-015-1 that requires INSM inside
an entity’s electronic security perimeter and directing modifications to extend
protections to access control systems outside of the electronic security perimeter
(RM24-7).

» March 2026:
Final Rule on Virtualization Reliability Standards, Docket No. RM24-8-000

» secure use of virtualization technologies

Final Rule on CIP Reliability Standard CIP-003-11, Docket No. RM25-8-000 ( - ]

» baseline cybersecurity for low impact bulk electric system (BES) Cyber Systems



Actions to Address Reliability Challenges

» Extreme Weather

- TPL-008-1 (Transmission System Planning Performance Requirements
for Exireme Temperature Events), filed in response 1o Order No. 896,
approved February 2025

EOP-012-3 (Extreme Cold Weather Preparedness and Operations),
the revised generator winterization reliability standard, effective
October 2025

Commission previously accepted and directed further revisions to address
concerns pertaining to generator cold weather constraints and corrective
action implementation

(2]



Large Loads l

CHAIRMAN SWETT
Top Priority:

“Connect and power ...as quickly and
durably as possible...”




R
e Large Load Working Group
* Whitepapers, Guidelines, Alerts
* Project 2026-02 “Computational Loads”
e SAR comment period, SDT

Large Loads [ FERC Procesc B

Industry Whitepapers etc.




Large Load
Issues

4 | |

» Sudden appearance of load
* Sudden appearance of the generator

» Sub-synchronous
* Forced

Power Quallity Issues

* Harmonics




Load Growth: Large Loads

» Forced Oscillations: the rapid, synchronized power demands of
Al workloads (like GPU clusters) create fluctuating loads that can
resonate with the power grid's natural frequencies, potentially
causing widespread instability, equipment damage (like turbines),
and blackouts. These rapid fluctuations (tens to hundreds of MW in
milliseconds) act as "forcing signals,” unlike steady industrial loads,
demanding new grid management strategies for grid operators to
maintain stability.

» Sub-synchronous Oscillations: These oscillations are usually
caused by the load's own fast-acting control systems interacting
with grid impedance or nearby generators.


https://www.google.com/search?q=like+GPU+clusters&rlz=1C1GCEA_enUS1155US1155&oq=why+are+forced+ocillations+an+issue+with+data+centers&gs_lcrp=EgZjaHJvbWUyBggAEEUYOTIJCAEQIRgKGKABMgkIAhAhGAoYoAEyCQgDECEYChigATIJCAQQIRgKGKABMgkIBRAhGAoYoAEyCQgGECEYChirAjIJCAcQIRgKGKsC0gEJMTQwNTdqMGo5qAIAsAIB8QWrzvh7uLNXvg&sourceid=chrome&ie=UTF-8&mstk=AUtExfBZxwiNbN68SMl0hIQfyT0OUxqTbc1cBLEUrf0T0I_R2s4QWW8IN7Sm2-zUUHI2g5CSTcg03MfX4TzqCW3tCUFpAN_9IZPMpU4FBylXssuUheA2NQMDCoWT0JKtz9kl2aMQuVJp2uwrEV56K24C-Od_QYYlsE9PZS_c1VnZiAawuKw&csui=3&ved=2ahUKEwiniIPqvPyRAxVxF1kFHXlvLQkQgK4QegQIARAE
https://www.google.com/search?q=tens+to+hundreds+of+MW+in+milliseconds&rlz=1C1GCEA_enUS1155US1155&oq=why+are+forced+ocillations+an+issue+with+data+centers&gs_lcrp=EgZjaHJvbWUyBggAEEUYOTIJCAEQIRgKGKABMgkIAhAhGAoYoAEyCQgDECEYChigATIJCAQQIRgKGKABMgkIBRAhGAoYoAEyCQgGECEYChirAjIJCAcQIRgKGKsC0gEJMTQwNTdqMGo5qAIAsAIB8QWrzvh7uLNXvg&sourceid=chrome&ie=UTF-8&mstk=AUtExfBZxwiNbN68SMl0hIQfyT0OUxqTbc1cBLEUrf0T0I_R2s4QWW8IN7Sm2-zUUHI2g5CSTcg03MfX4TzqCW3tCUFpAN_9IZPMpU4FBylXssuUheA2NQMDCoWT0JKtz9kl2aMQuVJp2uwrEV56K24C-Od_QYYlsE9PZS_c1VnZiAawuKw&csui=3&ved=2ahUKEwiniIPqvPyRAxVxF1kFHXlvLQkQgK4QegQIARAF
https://www.google.com/search?q=tens+to+hundreds+of+MW+in+milliseconds&rlz=1C1GCEA_enUS1155US1155&oq=why+are+forced+ocillations+an+issue+with+data+centers&gs_lcrp=EgZjaHJvbWUyBggAEEUYOTIJCAEQIRgKGKABMgkIAhAhGAoYoAEyCQgDECEYChigATIJCAQQIRgKGKABMgkIBRAhGAoYoAEyCQgGECEYChirAjIJCAcQIRgKGKsC0gEJMTQwNTdqMGo5qAIAsAIB8QWrzvh7uLNXvg&sourceid=chrome&ie=UTF-8&mstk=AUtExfBZxwiNbN68SMl0hIQfyT0OUxqTbc1cBLEUrf0T0I_R2s4QWW8IN7Sm2-zUUHI2g5CSTcg03MfX4TzqCW3tCUFpAN_9IZPMpU4FBylXssuUheA2NQMDCoWT0JKtz9kl2aMQuVJp2uwrEV56K24C-Od_QYYlsE9PZS_c1VnZiAawuKw&csui=3&ved=2ahUKEwiniIPqvPyRAxVxF1kFHXlvLQkQgK4QegQIARAF

Megapack

“Today's problem is dealing
with extreme power jitter..

We are having some power fluctuation issues, when you do
synchronized training it's like having an orchestra and it can
go loud to quiet very quickly, at the sub-second level. The
electrical system freak out about that — with 10-20 MW
shifts several times per second.”

- Elon Musk

August 2024 in conversation with Lex Fridman
about xAl Memphis data center

1 A it I
i) i WT&FT.}}F’*‘F e

“In our latest batch-synchronous ML workloads running
on dedicated ML clusters, we ocbserved power
fluctuations in the tens of megawatts”

- Google Technical Lead Manager and VP, Engineering
February 2025, Blog Post

Large Load Issues: Power Swings




Megapack

Challenge: Low Voltage Ride Through (LVRT) of data centers -

Dominion: 1.5 GWs across 60 data centers ERCOT: Many events of 100s of MWs

July 2024 — due to reclosing attempts on faulted 230 kV system

Large Powor Elocironie Load Ride. Throsgh Events

i e VN Approx. G f ™LA - N /’\/ :
1,500 MW YT \‘—/ ‘\.\ A |/ — :
.5 Load Lost |1 f \/ \g

Y, 1V < = |
e The load did not . ” I I E I I i i i | -
o Tiied i ARAN

= Wz

Grid Operator Perspective Data Center Perspective
+« Challenging to manage load drops at this scale « UPS systems working as intended

= Over frequency and voltage concerns = Protecting our expensive and reliability critical equipment from
utility system faults

Large Load Issues: sudden |oss



Questions

FERC and OER Priorities and Focus Areas




— =]
Texas RE Spring Standards, =
Security, & Reliability Workshop
AGENDA Return at: 12:55 pm i

 Aqggregation of Control

« CIP-003-9 Low Impact BES
Remote Connectivity To submit questions during the
Frequency and Voltage workshop, please visit slido.com and

Protection Settings for enter today’s participant code: TXRE
Generation Resources

« Common Root Cause Codes
« FERC Update

« Large Loads Interconnection || Polls
in ERCOT

« NERC CIP Drip

Type your question

Supply Chain Resilience in a
World of Geopolitical Cyber Risk

&  Your name (optional)

Al-Augmented Embedded
Security Assessment for BES
Resilience
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Large Load Interconnection in ERCOT

Harsh Naik

04/01/2026
115



ERCOT Interconnection Queue

Current Large Load Interconnection Queue

Actual and Projected Large Load Growth 2022-2030

Project Status
250.000 No Studies Submitted 2 3 8 y 6 3 0

-
=== Under ERCOT Review

mmm Planning Studies Approved

mmm Approved to Energize but Not Operational
mmm Observed Energized

200,000

S 150,000

H

=

= 124,785

-

g

=

100,000

[
I

50,000 -
L -
N
o

2634 4286 4,845 6,714 [ 1
I
2022 2023 2024 2025 2026 2027 2028 2029 2030
Year
Project Status 2022 | 2023 2024 | 2025 | 2026 | 2027 | 2028 | 2029 | 2030
No Studies Submitted o 0 0 0 | 2704 |20341| 53546 | 95879 | 130,303
Under ERCOT Review 0 [ 0 0 | 7353 | 28,454 | 48,171 | 58,831 | 79,825
Planning Studies Approved 0 0 0 0 | 3181 | 9164 | 14,348 | 17.180 | 19,482
Approved to Energize but Not Operational ] [ o | 946 | 2,759 | 2952 | 2952 | 3252 | 3252
Observed Energized 2,634 4286 | 4,845 | 5768 | 5,768 | 5768 | 5768 | 5768 | 5768
Total (MW) 2,634 (4,286 | 4,845 | 6,714 | 21,765 | 66,679 | 124,785 | 180,910 | 238,630

.

Observed Energized - Projects that have received
Approval to Energize from ERCOT Operations and
are fully operational. Represented by all time non-
simultaneous peak load consumption.

Approved to Energize but Not Operational -
Projects that have received Approval to Energize from
ERCOT Operations but are not observed to be
operational.

Planning Studies Approved — Projects that have
received ERCOT approval of required interconnection
studies. Any MW's that were not approved are
reclassified as No Studies Submitted.

Under ERCOT Review — Projects that have studies
under review by ERCOT.

No Studies Submitted — Projects that are tracked by
ERCOT but that have not yet provided sufficient
information for ERCOT to begin review. Additionally,
MWs that were not approved by ERCOT after review
of planning studies are included in this category until
a path to interconnect these MWs is identified, or the
customer cancels the interconnection request.

.

.

.

.

ERCQOT has recently received 137 new LL[
submissions. Preliminary review indicates
these total approximately 140,000 MW of new
Large Load by 2036. ERCOT is still
processing these submissions, and they will
be reflected in future reports.

—— ercot>

PUBLIC

Source: ERCOT Update at March 2026 LLWG

|
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https://www.ercot.com/files/docs/2026/03/12/March-TAC-Report.pdf

Current Large Load Interconnection Process

Large Load
Criteria

* A new Large Load of
75 MW or greater

* An increase of 75
MW or more to an
existing Load Facility

« Change of a Large
Load POl to a
different circuit

Scoping Meeting

* ERCOT, the TSP, and
the ILLE
(Interconnecting
Large Load Entity)
meet to define the
study scope

Study
« Steady State

« Stability
« Short Circuit

TSP Submits
Studies to ERCOT
* 10 business days for

ERCOT to provide
feedback

* TSP revises the study
as necessary

LCP (Load
Commissioning
Plan)

« ERCOT determines
the maximum
amount of load that
can be reliably served
before specific
transmission
upgrades are
complete.

Execute
Interconnection
Agreements

QSA

* Quarterly Stability
Assessment and
Energization

ERCOT Grants
"Approval to
Energize"

» May be partial or full
depending on
milestones

117



Current Large Load Interconnection Challenges

« The Volume Storm — The process was built to handle a smaller stream of requests. Instead, it faced a 277% increase in
the queue, exploding from 63 GW in late 2024 to over 238 GW in 2026.
» Structural Limitations of the Current LLIS Process — The existing individual-study approach strains both TSPs and
ERCOT, resulting in:
*  Multiple load studies can be moving in parallel resulting in repeated restudies for overlapping projects
* Inconsistent assumptions across TSPs
* Increased coordination challenges
« A growing study backlog
* These issues create long delays and uncertainty for all parties.

» Need for a System-Wide, Coordinated Approach — Large Loads often affect multiple transmission areas

118



Proposed Batch Study

Execute

Intermediate
Agreement

ERCOT Performs ERCOT Identifies
Batch Steady Available
State Study and Capacity and
Stability Transmission
Screening Study Projects

Execute
Interconnection
Agreement

RPG Review and
ERCOT Performs BOD
Refinement Endorsement of
Study Transmission
Projects

119



Interconnection Agreement Requirements

Intermediate Agreement (Pre-Study Requirements)

Demonstrates project viability through: Site control (lease, deed, or option).
Disclosure of substantially similar interconnection requests.

Submission of site-related studies, permitting plans, and energization schedule (quarter/year).

Disclosure of backup generation, power supply plans, and controllable load capability.
Financial Obligations:

Study Fee: >$100k (75-250 MW) or >$300k (2250 MW).

Financial Security: $50,000 per MW of requested load.

Optional security for long-lead equipment (>6-month lead time).

Interconnection Agreement (Post-Study Requirements)

Executed within 30 days after ERCOT completes the interconnection study.
Confirms readiness to proceed to construction:
Updated site control, permitting, engineering, and energization schedule (month/year).
Continued disclosure of similar interconnection requests and backup generation plans.
Financial Obligations:
Interconnection Fee: $50,000 per MW (non-refundable).
Financial Security for Significant Equipment/Services (mandatory before procurement).
CIAC: Customer pays 100% of direct interconnection costs (non-refundable).
Financial Security for System Upgrades (cash, guaranty, or LOC).

120
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ERCOT Batch Study Implementation Roadmap

Moving from Individual to System-Wide Study

« Strategic Transition: Establishes "Batch Zero" to shift from the legacy individual study-based approach (LLIS) to a system-wide "Batch
Study" process.

» Backlog Resolution: Designed to manage the "unprecedented volume" of Large Load requests that caused coordination issues,
repeated restudies, and backlogs.

» Resource Allocation: Focuses on allocating available transmission capacity and planning future capacity through an actionable
transmission plan while maintaining grid reliability.

The Future Landscape: Post-Batch Zero
* Permanent Batch Cycles: ERCOT plans to submit a future revision request to establish an ongoing, permanent batch study process.

 Stricter Eligibility: Loads failing to meet Batch Zero criteria will be ineligible for "Initial Energization" until a future study process is
established.

* Regulatory Alignment: Implementation of Public Utility Commission (PUCT) Project No. 58481 standards to minimize stranded costs
and support Texas business development.
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Questions?

Get in line and
% meet Section 6.9 { (&%
D) 72
oy —
S=

Organize in "batches” and \[ DATA Al
CENTERS = FACILITI

meet Section 9 req of i
EPG! =&

0
¥
= {t
h| I
1

— ) 2 =
—| Load Interconnection | - :
L e 4| Generation Interconnection | N/Z.
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Brent Castagnetto, CISSP

Co-Founder & VP Business Development

Nick Santora, CISSP, CISA

VP of Growth
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NOVA
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Agenda

Welcome & introductions

Intro to the CIP Drip

Why CIP Drips matter

Strategies to identify CIP Drips
People, Process, & Technology Drips
Closing Q&A
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Why it matters?

“NOVASYNC




Fmdmg
NERC CIP Leaks

How to identify
CIP drips?
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NERC CIP

TRAINING

NERC CIP Training
and Awareness

“NOVASYNC



B

& Reply & Reply All = Forward

From: CIP Manager <cip.manager@utility.com>

To: CIP Staff

Subject: Q1 NERC CIP Quarterly Awareness (checking the box!)

Hello,

Please don't get hacked this quarter.

Thank you for participating in our NERC CIP awareness program.

Best regards,

CIP Manager

NOVA



“NOVASYNC




L LLLLLL et Due in 3 hour |
1 pue in 15 minutes

i

= Loin 20 i,

= e || Dismiss | 8 ;.
: oze || Dismiss & o

|| Dismiss — g S Ze
= \\l Snooze i 'B‘_sT-’—j Doen Item —
f) Openitem ___— —

T g . -
| B — mt R
| 2 p——— patch Manageme 7 — wnng
_ = ofesemminﬁe“ NERC CIP g | _ D Ren: =
der: NERC st Reminder: NERC CIP Access Revi

e :
gRe OP Seitl Due in 30 minutes ||

| Dioozs | (B
: = v || Snooze \ \,929—'— ,
DU“. Fe‘ \/A O’th/el"\/’,”! = e q A s
miss pe = :
Dis e m———— S — MO Atneit Sectoration Test
Snen frent P ———

‘ Reminder: NERC C CIP Vulnerabihty Assessment 'l - Remlnder‘ NERC CIP Inadent Response Drill B =

)ze | ’ Snoozs
Repsient: BOUTK Security Incident Response Exercise
Due in 15 Minutes | Due Now ’

J | Dlsmlss | B

Seseqise

D

Dackage Sessting

——-——“’—

S'70025

er: NERC CIP Pausical Seercing

acility Security Inspoction
Due Tomorow
[_ —

J Demnoer v Snooze f " Dismiss

N | Remmder NERC ¢ CIP | Backup Tes

ckup Restoration Test
Due in 3 Minutes

i
¥

J
: 'A_Reminder: NERC CIP Vulnerabiility Assesement™|= | _;j M Reminder: NERC CIP Trammg Sessuon

Vulnerability Scan Due Lo Rewew Session
Due at 2:00 PM = N L Remmder NERC ClP :

v || Snooze “_DiS"‘iSS

/., Open Item

e ———

i Open Item v || Snooze

,

tlng =

1 L.t OpenItem - ;\D\ :
@ Open =m L T — s '&
: ———P e -
_ R{&p Cuacgje leanity = r: NERC cIp Backup Testing
- Reminder: NE c'“’P Restom,on Test
| Configuration Change Review ue in Tomp
0

Due in 20 minutes | A Remmder NERC CIP Training
.._ble vor S0 I JiGer: NERC CIP Exvent

n
. S —— ¥{ Duein 20 minutes

—— bl e Y —
<em|dler NERC | CIP Bmoace Testing B i & Dismiss

Facility Securitv ae- .«

[
. N



Review Your
Buying Process
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Laptop Farmville
USA!

(Let’s prevent this)
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Technology

Choices

“NOVASYNC



Creating Internal

Champions

“NOVASYNC
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Patch Management
Change Management
Access Management
Asset management

TNOVASYNC



Connecting systems to compliance outcomes

“NOVASYNC
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Texas RE Spring Standards,
Security, & Reliability Workshop

AGENDA Return at: 2:05 pm i
 Aqggregation of Control

« CIP-003-9 Low Impact BES
Remote Connectivity To submit questions during the
Frequency and Voltage workshop, please visit slido.com and

Protection Settings for enter today’s participant code: TXRE
Generation Resources

« Common Root Cause Codes
« FERC Update

 Large Loads Interconnection in || Polls
ERCOT

« NERC CIP Drip

[Type your question

 Supply Chain Resilience in a
World of Geopolitical Cyber
RiSk &  Your name (optional)

 Al-Augmented Embedded
Security Assessment for BES
Resilience
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http://www.boozallen.com/

Booz
Allen

BOOZ ALLEN - GENERAL OVERVIEW

GEOPOLITICS AND SUPPLY CHAIN RISK

QUESTIONS / OPEN DISCUSSION

Copyright © 2026 Booz Allen Hamilton Inc.




Booz Allen Overview

U.S. Defense and
Intelligence

Civil Government
Agencies

Law Enforcement

Global Commercial:

Energy & Utilities
Financial Services

Healt h and Life Sciences
Manuf acturing

Software and
High Tech

Transportation

boozallen.com

Leading with Tech + Tradecraft for Security Advantage

Footprint
® 73 5

Major Business Centers

ﬁ 1 7 {é IE%

Manufacturing / R&D Centers

* Leading Al provider to the federal government

* Invested ~$3B over last decade through
R&D, Ventures, M&A, and co-creation

* Scaled businesses in Defense Tech, Space, and Digital
Transformation and a leading position in Quantum

>35,000 Employees

22,00 6,000

technologists software engineers

8,000 % 2,500

cyber professionals Al practitioners

Key Facts

$9.3B

revenue in FY23

1914

Booz Allen founded

12,000+ Cyber Certifications

70% Hold Security Clearances

2 NSA Accreditations

4 CREST Certifications

1,000+ Annual IR Engagements
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71 Global Commercial

Where Innovation Meets Impact: Commercial Solutions

Advanced Cyber
Defense & Resilience
71 Cyber Resilience

/1 Cyber Transformation

71 Post-Quantum Cryptography
(PQC)

Artificial
Intelligence (Al)
71" Al Governance
71 Al Red Teaming
A Al Security

A Cyber Al

Operational Technology &
Enterprise Security

A
A

Cloud Security

Enterprise Security
Architecture

Operational
Technology (OT)

Product Security

Smart Manufacturing

Governance, Risk,
Compliance (GRC)

/1 Compliance & Certification
Readiness

A Cyber Risk & Analytics
A Cyber Strategy

Incident Response
& Threat Management

71 Forensic Investigations
NextGen Threat Intelligence
Ransomware Negotiations
Rapid Response & Recovery

Security Testing

N N N N N

Wargames & Exercises

Public
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BOOZ ALLEN - GENERAL OVERVIEW

GEOPOLITICS AND SUPPLY CHAIN RISK

QUESTIONS / OPEN DISCUSSION

GridEx
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Booz
Allen . .
- Local operations, global dependencies

Texas reliability depends on outside equipment, software, and support

N

3
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The three dependencies behind reliability

The essential pillars supporting day-to-day operations

PHYSICAL DIGITAL VENDOR
EQUIPMENT 7 N SYSTEMS SUPPORT

RS/ R

boozallen.com Copyright © 2026 Booz Allen Hamilton Inc. 6
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- Pressure starts below the waterline

te local operating risk

Global challenges crea
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Where reliability is exposed

Four areas reliability leaders need visibility

Critical assets

Vendor concentration
Supply-chain visibility
First points of impact

boozallen.com Copyright © 2026 Booz Allen Hamilton Inc. 8
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Energy Infrastructure Supply Chains: A High-Impact Attack Path

The Energy Sector Supply Chain is a large and highly
interconnected ecosystem of operational technology (OT) vendors

and suppliers across the globe providing:

Industrial Control Systems (ICS) and SCADA platforms
Substation and T&D automation equipment

Generation plant monitoring and turbine control systems
Grid analytics, forecasting, and energy market platforms

VV YV V V

Field service contractors with remote operational access

This ecosystem creates multiple indirect pathways into critical
operational environments.

Potential Impacts to Utilities and Energy Service Providers

Disruption to energy
generation or
transmission

operations

Regulatory exposure
under NERC CIP and
evolving federal
requirements

Cascading grid
instability or regional
outages

boozallen.com

KEY THREAT SCENARIOS

Compromise of OT / Grid Management Software
Attackers insert malicious code or exploit vulnerabilities in widely
used versions of grid management software.

Vendor Remote-Access Exploitation
Third-party engineers and maintenance providers maintain privileged
access into plant and transmission infrastructure.

Hardware and Firmware Supply Chain Risks
Grid equipment sourced globally introduces risk of compromised
firmware or vulnerable embedded systems.

Software Dependency Attacks
Energy market platforms and monitoring systems rely heavily on
open-source components that can introduce vulnerabilities at scale.

Safety and
environmental risks to
personnel and
infrastructure

Potentially material
financial loss /
exposure

Copyright © 2026 Booz Allen Hamilton Inc. 9



Building Supply Chain Resilience for Grid Reliability

To meet regulatory requirements and ensure long-term grid security & availability, energy providers and utilities must work
collaboratively to mitigate supply chain risks as a core element of operational resilience.

Identify & Prioritize Critical
Supplier Relationships

Focus on vendors supporting
generation, transmission, and
distribution

Identify suppliers tied to EMS,
SCADA, and substation control
systems

Prioritize vendors and partners
with remote access

boozallen.com

ol

Harden Software & Firmware
Supply Chain Assurance

*  Require vendors to provide SBOMs
for critical platforms & power
electronics

*  Enforce vulnerability disclosure
and patch management processes

*  Ensure firmware updates are
secure for OT equipment

Map Key Dependencies Before a
Crisis Event

*  Understand supply chain impact
across critical grid assets

* |dentify single points of failure
across suppliers and key
components

* Identify & validate critical fourth-
party partner dependencies

o

750
&

Diversify Mission-Critical
Component Suppliers

Build redundancy across mission-
critical supply chains

*  Reduce reliance on single-source
suppliers for critical components

*  Pre-qualify alternates and maintain
inventory for high-risk components

Copyright © 2026 Booz Allen Hamilton Inc. 10

Public



Foundational Cybersecurity Priorities for Energy Sector Resilience

Strong cybersecurity practices are critical to ensuring reliability, redundancy, and resilience.

> IDENTITY & ACCESS MANAGEMENT

Secure Remote Access for Critical
Systems & Secured Environments

> ASSET MANAGEMENT / CMDB

> NETWORK SEGMENTATION

Segment IT and OT Environments to
Prevent Lateral Movement

04)) ATTACK SURFACE MANAGEMENT

Establish Full Visibility into Critical IT & OT Proactively Manage Vulnerabilities in

Technology Assets

Nation-state sponsored threat

actors are actively pre-
positioning in U.S. critical
infrastructure.

boozallen.com

Critical OT Environments

KEY TAKEAWAYS

Cyber attacks impacting the The energy sector in Texas is
availability of energy control a high-priority target for
systems are no longer nation-state and

theoretical. ransomware actors.

Copyright © 2026 Booz Allen Hamilton Inc.
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BOOZ ALLEN - GENERAL OVERVIEW

GEOPOLITICS AND SUPPLY CHAIN RISK

QUESTIONS / OPEN DISCUSSION
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BOOZ ALLEN - GENERAL OVERVIEW

GEOPOLITICS AND SUPPLY CHAIN RISK

QUESTIONS / OPEN DISCUSSION

GridEXx
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GridEx Planning and Execution Support

For organizations considering GridEx for the first time—or looking to get more from the next exercise, we help plan, design,
delivery, and document your exercise, so you get the most value possible.

We help you turn your GridEx participation into a right-sized, expertly structured exercise that exposes critical gaps,
strengthens coordination, and creates the conditions for performance improvement where it matters most.

SUPPORT OPTIONS ALIGNED TO THE RIGHT LEVEL OF CHALLENGE FLEXIBLE SUPPORT OPTIONS

Targeted support e Co-delivery e Full-service

GridEx Tabletop | Structured, decision-forcing discussion

Best when: Roles, escalation, communications, and cross-functional coordination need clarity and conceptual .
evaluation.
GridEx-in-a-Box | Focused functional validation with right-sized rigor .

Best when: Your goal is to validate plans, playbooks and capabilities, but need a narrower scope and planning lift
than a full operations-based exercise.

Standard GridEx | Broad operations-based testing across teams

Best when: Plans are established, participants know their roles, and your teams are ready for integrated multi-
team play to fully test your organization’s ability to respond.

SUPPORT CAN FLEX ACROSS THE LIFECYCLE

From fit assessment and design through facilitation, evaluation, and after-action reporting.

Indepg%gr?ﬁ?gb%géﬁos@vices for organizations participating in GridEx; not affiliated with NERC or the E-ISAC.

Targeted Support: We fill critical gaps in planning,
design, facilitation, evaluation, or after-action
analysis to strengthen the value of your GridEx
participation where it matters most.

Co-Delivery: We partner with your internal team to
shape and execute a right-sized GridEx experience
that builds capability while creating stronger
learning and outcomes.

Full-Service: End-to-end support from participation
strategy through after-action reporting so your
organization can focus on the exercise while we
drive a structured, improvement-oriented
experience.

Copyright © 2026 Booz Allen Hamilton Inc. 15
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Al-Augmented Embedded
Security Assessment for
Bulk Electric System
Resilience

‘ By Matthew Prater & Jake Brandau




MATTHEW PRATER JAKE BRANDAU

DOO /Senior Penetration Tester Senior Penetration Tester
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WHY THIS
RS

CIP focuses heavily on networks
and access control

y [/ /4
e« Relays
: e« RTUs
Many BES devices are embedded i
- e Serial Gateways
SYstems e« PLCs

y [/ /4

Network Appliances

Hardware interfaces are often
overlooked

L. 4 AX=. Al




THE HIDDEN
ATTACK SURFACE

These interfaces are often left enabled for
maintance but can expose systems access.

AN UART AN 12C
v()» JTAG v()v Debug Headers
"Xh’ SPI Q Console Ports

> ' AX=. A
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WHERE THIS INTERSECTS . //.\g/;’
WITHNERC CIP

CIP-005

Electrical Security Permiter
CiP-007

System Security Management

CiP-010

Configuration Management
CiP-013

Supply Chain Risk

AX=. Al



N
Al-Augmented )
Embedded Security Assessment {
We have developed internal research tooling that leverages Al to H

augement security analysts during embedded security testing

This approach expidites:

AX=. Al






THANK YOU

EMAIL:
maftt.prater@strongc
rypfo.com

jake.bradau@strongc
r'ypto.com

LinkedIn'
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Wrap-Up

Thank you for coming!

SurveyMonkey"

You will receive a short survey via
e-mail. Please complete it to help
Texas RE develop future outreach.




	Default Section
	Slide 1
	Slide 2
	Slide 3: Antitrust Admonition
	Slide 4: Safety Moment
	Slide 5: Questions
	Slide 6: Training Page
	Slide 7: Upcoming Events at Texas RE
	Slide 8: Social Media
	Slide 9
	Slide 10
	Slide 11: Risk Focus & CMEP IP Risk Factors
	Slide 12: 2026 CMEP IP – Grid Transformation Risks
	Slide 13: Control Center Definition
	Slide 14: Low vs. High Risk
	Slide 15: Third-Party Monitoring or Control
	Slide 16: CIP-002 Considerations for Third-Party Cyber Assets
	Slide 17: Third-Party Vendor and Device Risks
	Slide 18: Remote Connection Risks
	Slide 19: Recap Risks vs. Controls
	Slide 20: Resources
	Slide 21
	Slide 22
	Slide 23: Agenda
	Slide 24: Why Are We Talking About This?
	Slide 25: What is CIP-003-9?
	Slide 26: What Does the Standard Say?
	Slide 27: What Does the Standard Say?
	Slide 28: Applicability
	Slide 29: Access Under Section 3.1
	Slide 30
	Slide 31: Implementation Considerations
	Slide 32: Implementation Considerations
	Slide 33: Example Electronic Access Diagram
	Slide 34: Requested Evidence
	Slide 35: Best Practices
	Slide 36: Additional Resources
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41: Agenda
	Slide 42: Sli.do (#TXRE)
	Slide 43: Protection Settings Objectives 
	Slide 44: Upcoming Protection Setting Standards
	Slide 45: PRC-024-4 Requirements Overview
	Slide 46: PRC-024-4 Requirement R1 Attachment 1
	Slide 47: PRC-024-4 Requirement R2 Attachment 2
	Slide 48: PRC-024-4 Requirement R2 Attachment 2
	Slide 49: PRC-024-4 Requirements R3 & R4
	Slide 50
	Slide 51: Background of PRC-028-1
	Slide 52: PRC-028 Disturbance Monitoring and Reporting for IBRs 
	Slide 53: PRC-028-1 Implementation Plan
	Slide 54
	Slide 55: PRC-029-1 Implementation Plan—Design vs. Operations
	Slide 56: PRC-029-1 Implementation Plan
	Slide 57
	Slide 58: PRC-029-1 vs. ERCOT’s NOGRR245 Overview
	Slide 59: Voltage Ride-Through Criteria-Wind IBRs 
	Slide 60
	Slide 61
	Slide 62
	Slide 63: PRC-029-1 vs. NOGRR245—Key Takeaways
	Slide 64
	Slide 65: Periodic Data Submittal (PDS) Overview
	Slide 66: PRC-028-1 R8 Event-driven PDS for CAP
	Slide 67: PRC-028-1 PDS for Compliance Date Extension
	Slide 68: PRC-028-1 PDS for Compliance Date Extension (Cont.)
	Slide 69: PRC-029-1 R4 Hardware Limitation PDS
	Slide 70: Resources
	Slide 71
	Slide 72
	Slide 73: Roadmap
	Slide 74
	Slide 75: Root Cause Codes Development
	Slide 76: Root Cause Code Selection in Align
	Slide 77: Root Cause Code Choices
	Slide 78: Texas RE’s Most Used Root Cause Codes
	Slide 79: ENF-09: Ineffective Preventive Controls
	Slide 80
	Slide 81: Effective Mitigation for Ineffective Preventive Controls
	Slide 82: ENF-08: Lack of or Deficient Procedure—Department/Business Level 
	Slide 83: Examples of Lack of or Deficient Procedure
	Slide 84: Effective Mitigation for Lack of or Deficient Procedure
	Slide 85: ENF-15 Ineffective Resource or Project Planning 
	Slide 86: Examples of Ineffective Resource or Project Planning
	Slide 87: Effective Mitigation for Ineffective Resource or Project Planning
	Slide 88: ENF-10: Ineffective Validation/Detective Controls
	Slide 89: Examples of Ineffective Validation/Detective Controls
	Slide 90: Effective Mitigation for Ineffective Validation/Detective Controls
	Slide 91: ENF-07: Lack of Deficient Policy/Procedure Company Wide
	Slide 92: Examples of Lack of Deficient Policy/Procedure Company Wide
	Slide 93: Effective Mitigation for Lack of Deficient Policy/Procedure Company Wide
	Slide 94
	Slide 95: FERC and the Office of Electric Reliability Priorities and Current Focus Areas 
	Slide 96: Overview
	Slide 97: Office of Electric Reliability
	Slide 98: Office of Electric Reliability
	Slide 99: OER Functions and Responsibilities
	Slide 100: OER Priorities
	Slide 101: Office of Electric Reliability
	Slide 102: NERC RISK Priorities Report, 2025
	Slide 103: Actions to Address Reliability Challenges
	Slide 104: Actions to Address Reliability Challenges
	Slide 105: Actions to Address Reliability Challenges
	Slide 106: Actions to Address Reliability Challenges
	Slide 107: Large Loads
	Slide 108: Large Loads
	Slide 109: Large Load Issues 
	Slide 110: Load Growth: Large Loads
	Slide 111: Large Load Issues: Power Swings
	Slide 112: Large Load Issues: sudden loss
	Slide 113: Questions
	Slide 114
	Slide 115: Large Load Interconnection in ERCOT  
	Slide 116: ERCOT Interconnection Queue
	Slide 117: Current Large Load Interconnection Process
	Slide 118: Current Large Load Interconnection Challenges
	Slide 119: Proposed Batch Study
	Slide 120: Interconnection Agreement Requirements
	Slide 121: ERCOT Batch Study Implementation Roadmap
	Slide 122: Questions?
	Slide 123
	Slide 124: Brent Castagnetto, CISSP
	Slide 125: Agenda
	Slide 126
	Slide 127: Why it matters?
	Slide 128: How to identify CIP drips?
	Slide 129: People
	Slide 130: NERC CIP Training and Awareness
	Slide 131
	Slide 132: Process
	Slide 133
	Slide 134: Review Your Buying Process
	Slide 135: Laptop Farmville USA!
	Slide 136: Technology
	Slide 137: Technology Choices  
	Slide 138: Creating Internal  Champions
	Slide 139: Patch Management  Change Management Access Management Asset management
	Slide 140: Connecting systems to compliance outcomes
	Slide 141
	Slide 142
	Slide 143: Supply Chain Resilience in a World of Geopolitical and Cyber Risk
	Slide 144: Resilience in a World of Geopolitical and Cyber Risk
	Slide 145: U.S. Defense and
	Slide 146: Where Innovation Meets Impact: Commercial Solutions
	Slide 147: Resilience in a World of Geopolitical and Cyber Risk
	Slide 148: Local operations, global dependencies Texas reliability depends on outside equipment, software, and support
	Slide 149: The three dependencies behind reliability The essential pillars supporting day-to-day operations
	Slide 150: Pressure starts below the waterline
	Slide 151: Where reliability is exposed Four areas reliability leaders need visibility
	Slide 152: Energy Infrastructure Supply Chains: A High-Impact Attack Path
	Slide 153: Building Supply Chain Resilience for Grid Reliability
	Slide 154: Foundational Cybersecurity Priorities for Energy Sector Resilience Strong cybersecurity practices are critical to ensuring reliability, redundancy, and resilience.
	Slide 155
	Slide 156: Questions/Discussion
	Slide 157
	Slide 158: GridEx Planning and Execution Support
	Slide 159
	Slide 160: AI-Augmented Embedded Security Assessment for
	Slide 161
	Slide 162: WHY THIS MATTERS
	Slide 163: THE HIDDEN ATTACK SURFACE
	Slide 164: WHERE THIS INTERSECTS WITHNERC CIP
	Slide 165: AI-Augmented Embedded Security Assessment
	Slide 166: DEMO
	Slide 167: THANK YOU
	Slide 168


