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2025 ERO CMEP IP: Incident Response
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Risk Element Areas of Focus: Incident Response
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Important Definitions
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Cyber Security Incident 

• A malicious act or suspicious event that:

• For a high or medium impact BES Cyber System, compromises or attempts to 
compromise (1) an Electronic Security Perimeter, (2) a Physical Security Perimeter, 
or (3) an Electronic Access Control or Monitoring System; or 

• Disrupts or attempts to disrupt the operation of a BES Cyber System 

Reportable Cyber Security Incident

• A Cyber Security Incident that compromised or disrupted:

• A BES Cyber System that performs one or more reliability tasks of a functional entity; 

• An Electronic Security Perimeter of a high or medium impact BES Cyber System; or

• An Electronic Access Control or Monitoring System of a high or medium impact BES 
Cyber System 
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CIP-008-6 R2 Requirement and Parts

Ask Texas RE - CIPWG

• By responding to an actual Reportable Cyber Security Incident

• With a paper drill or tabletop exercise of a Reportable Cyber Security Incident

• With an operational exercise of a Reportable Cyber Security Incident

R2 Part 2.1 – Test each Cyber Security Incident response plan at least once every 
15 calendar months:

• Responding to a Reportable Cyber Security Incident

• Responding to a Cyber Security Incident that attempted to compromise an applicable system

• Performing an exercise of a Reportable Cyber Security Incident

• Document deviations from the plan

R2 Part 2.2 – Use the Cyber Security Incident Response Plan under R1 when:

R2 Part 2.3 – Retain Records related to Reportable Cyber Security Incidents 
and attempts to compromise 
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Resources: NIST Incident Framework and GridEx
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Questions?
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