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Observations for Low Impact

Limited training
Insufficient 

understanding of 
environment

Challenges in 
implementing 

effective 
Transient Cyber 

Asset (TCA) plans
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Ask Texas RE - CIPWG

CIP Themes and Lessons Learned



•Antivirus software

•Application whitelisting

•Other methods to mitigate the introduction of malicious code

TCAs Managed by Responsible Entity

•Review of antivirus level

•Review of antivirus process

•Review of application whitelisting

•Review of live operating system and software from read-only media

•Review of system-hardening

•Other methods to mitigate the introduction of malicious code

TCAs Managed by a Third-Party

•Methods to detect malicious code on Removable Media

•Mitigation of the threat of detected malicious code 

Removable Media (RM)
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CIP-003-8 R2 Section 5 



MITRE ATT@CK 
Mitigations NIST Control Examples
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Ask Texas RE - CIPWG

TCA and RM Mitigation Strategies



Inventory Database Port Blocking Alerting

Training Chain of Custody

Comprehensive 
TCA & RM 

Authorization 
Forms
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TCA & RM Internal Controls



Questions?
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