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Risk Element Areas of Focus: Remote Connectivity

CIP-012-1 R1: Communications between
Control Centers

Mitigation of the risks posed by
unauthorized disclosure, unauthorized
modification, and loss of availability of data
used for Real-time Assessment and Real-
time monitoring while such data is being
transmitted between any applicable
Control Centers.
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Part 1.1

Identification of security protection used to mitigate the risks posed by unauthorized
disclosure and unauthorized modification of Real-time Assessment and Real-time
monitoring data while being transmitted between Control Centers

Part 1.2

Identification of where the Responsible Entity applied security protection for
transmitting Real-time Assessment and Real-time monitoring data between Control
Centers

Part 1.3

If the Control Centers are owned or operated by different Responsible Entities,
identification of the responsibilities of each Responsible Entity for applying security
protection to the transmission of Real-time Assessment and Real-time monitoring
data between those Control Centers
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CIP-012-2 - Communications Between Control Centers

Effective

Date July 1, 2026

Additions < Loss of availability
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Questions?
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