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Risk Element Areas of Focus: Remote Connectivity

Ask Texas RE - CIPWG
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CIP-005-7 R2

Ask Texas RE - CIPWG

Vendor Remote 
User or System

Remote User
Intermediate System

EACMS Firewall
EACMS

SCADA
BCA

Interactive Remote Access (IRA)
• Intermediate System
• Encryption that terminates at the Intermediate System
• Multi-factor authentication

Vendor Remote Access Sessions 
• Determine active sessions
• Disable active sessions
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CIP-005-7 R3

Authenticated Vendor-Initiated Remote 
Connections
• Determine connection
• Terminate connection and control the ability to reconnect

Applicable Systems

• EACMS and PACS associated with High Impact BES Cyber 
Systems 

• EACMS and PACS associated with Medium Impact BES 
Cyber Systems with External Routable Connectivity (ERC)

Ask Texas RE - CIPWG
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NIST Controls Risks

Ask Texas RE - CIPWG
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Remote Access Controls & Risks
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Questions?
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