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Risk Element Areas of Focus

Ask Texas RE - CIPWG

February 3, 2023
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Remote Connectivity

IT/OT

• Cyber Assets

• Electronic Security 
Perimeters

• Electronic Access Points

Risks

• Interaction between 
employees, vendors, and 
workspaces

• Human error

• Automation

• Credential Harvesting

• Social Engineering

• Phishing

• Malware
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CIP-005-7 R2 & CIP-007-6 R3

Intermediate System
EACMS

Firewall
EACMS

SCADA
BCA

Historian
PCA

Vendor Remote 
User or System

Remote User

PSP Appliance
PACS

SIEM
EACMS
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CIP ERT v7.0
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Texas RE Compliance Announcement
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Upcoming Events

February 8, 2023

Texas RE MRC, 
AG&F, and Board

Meetings

February 14, 2023

Talk with Texas RE: 
Cybersecurity 

Threats

March 29, 2023

Women’s 
Leadership in Grid 

Reliability and 
Security 

Conference

Ask Texas RE - CIPWG

February 3, 2023

https://www.texasre.org/pages/calendar/events/2023/february/memberrepresentativescommitteemeeting
https://www.texasre.org/pages/calendar/events/2023/february/auditgovernanceandfinancecommitteemeeting
https://www.texasre.org/pages/calendar/events/2023/february/boardofdirectorsmeeting
https://www.texasre.org/pages/calendar/events/2023/february/talkwithtexasrecybersecuritythreats
https://www.texasre.org/pages/womensleadershipconference
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Questions?

Ask Texas RE - CIPWG

February 3, 2023


	Slide 1
	Slide 2: Risk Element Areas of Focus
	Slide 3: Remote Connectivity
	Slide 4: CIP-005-7 R2 & CIP-007-6 R3
	Slide 5: CIP ERT v7.0
	Slide 6: Texas RE Compliance Announcement
	Slide 7: Upcoming Events
	Slide 8

