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CIP-005-7 R2 and R3 Remote Connectivity
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Director, Cybersecurity Outreach 

and CIP Compliance
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ERO CMEP Implementation Plan 2023

Ask Texas RE CIPWG                                                             

November 4, 2022

https://www.nerc.com/pa/comp/Pages/CAOneStopShop.aspx
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Risk Element Remote Connectivity

Ask Texas RE CIPWG                                                             

November 4, 2022

extension://https:/www.nerc.com/pa/comp/CAOneStopShop/ERO%20CMEP%20Implementation%20Plan%20v1.0%20-%202023.pdf
extension://https:/www.nerc.com/pa/comp/CAOneStopShop/ERO%20CMEP%20Implementation%20Plan%20v1.0%20-%202023.pdf
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CIP-005-7 R2

Ask Texas RE CIPWG                                                             

November 4, 2022

Intermediate System
EACMS

Firewall
EACMS

SCADA
BCA

Historian
PCA

• Intermediate System

• Encryption that terminates at the Intermediate System

• Multi-factor authentication

Interactive Remote Access

• Determine active sessions

• Disable active sessions

Vendor Remote Access Sessions 
(IRA and System-to-System)

Vendor Remote 
User or System

Remote User
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CIP-005-7 R3

Ask Texas RE CIPWG                                                             

November 4, 2022

Firewall
EACMS

PSP Appliance
PACS

SIEM
EACMS SCADA

BCA

Historian
PCA

Vendor Remote User or System

• Determine connection

• Terminate connection and control ability to reconnect

Authenticated Vendor-Initiated 
Remote Connections
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CIP-005-7 R3

Ask Texas RE CIPWG                                                             

November 4, 2022

Firewall
EACMS

PSP Appliance
PACS

SIEM
EACMS

SCADA
BCA

Historian
PCA

Vendor Remote 
User or System

• Determine connection

• Terminate connection and control ability to 
reconnect

Authenticated Vendor-Initiated 
Remote Connections
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CIP Themes

Intermediate System

Multi-Factor Authentication

Encryption

Malicious Communication and 
Code Prevention

Monitoring & Alerting

Supply Chain Risk Management 
Controls

Ask Texas RE CIPWG                                                             

November 4, 2022
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Project 2020-03 Supply Chain Low Impact Revisions

Ask Texas RE CIPWG                                                             

November 4, 2022

https://www.nerc.com/pa/Stand/Pages/Project_2020-03_Supply_Chain_Low_Impact_Revisions.aspx
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NERC Low Impact Criteria Review Team White Paper

Ask Texas RE CIPWG                                                             

November 4, 2022

extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/www.nerc.com/comm/RSTC_Reliability_Guidelines/NERC_LICRT_White_Paper.pdf
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Questions?


