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Today’s Methodology: High Water Mark

Ask Texas RE - CIPWG

Hardware Hypervisor

HIBCS - VM

HIBCS - VM

EACMS - VM

MIBCS - VM

HIBCS HIBCS

HIBCS
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Today’s Methodology: Mixed - Trust

Ask Texas RE - CIPWG

Hardware Hypervisor

CIP - VM

CIP - VM

Non-CIP - VM

Non-CIP - VM
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Project 2016-02 Modifications to CIP Standards

Ask Texas RE - CIPWG
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Cyber Asset - Definition

●Programmable electronic devices, 

excluding Shared Cyber Infrastructure, 

including the hardware, software, and 

data in those devices. Application 

containers are considered software of 

Virtual Cyber Assets (VCAs) or Cyber 

Assets. VCAs are not considered software 

or data of Cyber Assets.

Ask Texas RE - CIPWG
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BES Cyber Asset - Definition

● A Cyber Asset or Virtual Cyber Asset that, if rendered 

unavailable, degraded, or misused would, within 15 

minutes of its required operation, misoperation, or 

non‐operation, adversely impact one or more 

Facilities, systems, or equipment, which, if destroyed, 

degraded, or otherwise rendered unavailable when 

needed, would affect the Reliable Operation of the 

Bulk Electric System (BES). Redundancy of affected 

Facilities, systems, and equipment shall not be 

considered when determining adverse impact. Each 

BES Cyber Asset is included in one or more BES 

Cyber Systems.

Ask Texas RE - CIPWG
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Virtual Cyber Asset - Definition

● A logical instance of an operating system or firmware, currently 

executing on a virtual machine hosted on a BES Cyber Asset; 

Electronic Access Control or Monitoring System; Physical 

Access Control System; Protected Cyber Asset; or Shared 

Cyber Infrastructure (SCI).

● Does not include:

▪ Logical instances that are being actively remediated in an environment 

that isolates routable connectivity from BES Cyber Systems;

▪ Dormant file-based images that contain operating systems or firmware; 

and 

▪ SCI or Cyber Assets that host VCAs.

● Application Containers are considered software of VCAs or 

Cyber Assets

Ask Texas RE - CIPWG
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VCA

Ask Texas RE - CIPWG
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Shared Cyber Infrastructure - Definition

● One or more programmable electronic devices, including the 

software that shares the devices’ resources that

▪ Hosts one or more Virtual Cyber Assets (VCA) included in a BES 

Cyber Systems (BCS) or their associated Electronic Access Control or 

Monitoring Systems (EACMS) or Physical Access Control Systems 

(PACS); and hosts one or more VCAs that are not included in, or 

associated with, BCS of the same impact categorization; or

▪ Provides storage resources required for system functionality of one or 

more Cyber Assets or VCAs included in a BCS or their associated 

EACMS or PACS; and also for one or more Cyber Assets or VCAs that 

are not included in, or associated with, BCS of the same impact 

categorization.

● SCI does not include the supported VCAs or Cyber

● Assets with which it shares its resources.

Ask Texas RE - CIPWG
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SCI

Ask Texas RE - CIPWG
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Questions?
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Department of Energy’s Office of Cybersecurity, Energy Security, 

and Emergency Response (CESER)

Ask Texas RE - CIPWG

https://www.eventleaf.com/c/CybersecurityTrainingUtilityWorkforce
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Department of Energy’s Office of Cybersecurity, Energy Security, 

and Emergency Response (CESER)

Ask Texas RE - CIPWG

https://www.eventleaf.com/c/CybersecurityTrainingUtilityWorkforce
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Upcoming Events

Ask Texas RE - CIPWG

June 13, 2023

Reliability 201: CIP

June 8, 2023

Reliability 101: 

Compliance Monitoring

https://www.texasre.org/pages/reliability101
https://www.texasre.org/pages/reliability101
https://www.texasre.org/pages/reliability101
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