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Texas Reliability Entity, Inc.  
Texas RE Member Representatives Committee 

Meeting Agenda 
December 8, 2021, at 9:00 a.m. Central Time** 

805 Las Cimas Parkway, Suite 200, Austin, TX 78746 
(Via video conference only) 

WebEx Link: 
https://texasre.webex.com/texasre/j.php?MTID=m88f5e5f5f6debcffb6885eca09e43f79 

Dial-In: +1-855-797-9485 US Toll free 
Meeting Number: 2559 267 7396 

Item Member Representatives Committee Meeting 

1. Call to Order 
Curt Brockmann, MRC Vice Chair 

2. Antitrust Admonition* 
Derrick Davis, General Counsel and Corporate Secretary 

3. Approval of August 18, 2021, Meeting Minutes* (Vote) 
 Curt Brockmann, MRC Vice Chair 

4. 
Approval of Work Plan for Project SAR-012: Revisions to the Standards 
Development Process* (Vote) 
Rachel Coyne, Manager, Reliability Standards 

5. NERC BOT Meeting Update 
Daniela Hammons, MRC Transmission/Distribution Sector Representative 

6. 

Special Topics: 
a. Odessa Disturbance Report*

Mark Henry, Director, Reliability Services and Registration 
b. Facility Ratings*

Curtis Crews, Director, Compliance Assessments

7. NSRF Update* 
Eric Shaw 

8. CIPWG Update* 
Christine Hasha 

9. 

NERC Standing Committee Updates: 
a. NERC Reliability and Security Technical Committee*

Venona Greaff & Christine Hasha 
b. Compliance and Certification Committee*

Martha Henson

10. 

NERC Program Area Reports: 
(Staff may not present on these reports, but will be available to answer questions) 

a. Align Project Update*
Rochelle Brown, Manager, CMEP Coordination and Special Projects

b. Reliability Services and Registration Report*

https://texasre.webex.com/texasre/j.php?MTID=m88f5e5f5f6debcffb6885eca09e43f79
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Mark Henry, Director, Reliability Services and Registration 
c. Enforcement and Reliability Standards Report*

Joseph Younger, Vice President and COO
d. Compliance Monitoring Report*

Curtis Crews, Director, Compliance Assessments

11. Other Business & Future Agenda Items 
Curt Brockmann, MRC Vice Chair 

Adjourn Meeting 11:00 a.m. 

* Background material may be distributed electronically prior to or at meeting.
** Start and end times may be adjusted should meetings conclude early or extend past their 

scheduled end time. 



ANTITRUST ADMONITION 

Texas Reliability Entity, Inc. (Texas RE) strictly prohibits persons 
participating in Texas RE activities from using their participation as 
a forum for engaging in practices or communications that violate 
antitrust laws.  Texas RE has approved antitrust guidelines 
available on its website.  If you believe that antitrust laws have been 
violated at a Texas RE meeting, or if you have any questions about 
the antitrust guidelines, please contact the Texas RE General 
Counsel.   

PUBLIC MEETING 

Notice of this meeting was posted on the Texas RE website and 
the open portion of this meeting is being held in public.  Participants 
should keep in mind that the listening audience may include 
members of the press, representatives from various governmental 
authorities, and industry stakeholders.    
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Member Representatives Committee Meeting 
August 18, 2021 

(Via video conference only) 

Attendance 

1. The attendees were as follows: 

Name Company Sector 
In 

Person 
Called

-In 

Liz Jones, Chair 
Oncor Electric Delivery 
Company 

Transmission/Distribution 
 

x 

Curt Brockmann, 
Vice Chair 

CPS Energy Municipal 
 

x 

Betty Day ERCOT 
System Coord & 

Planning 
 

 

Chad Thompson 
(Alternate) 

ERCOT 
System Coord & 

Planning 
 x 

Daniela 
Hammons 

CenterPoint Energy 
Houston Electric, LLC 

Transmission/Distribution 
 x 

Bobby Christmas 
Guadalupe Valley 
Electric Cooperative 

Cooperative 
 

x 

Shari Heino  
Brazos Electric Power 
Cooperative  

Cooperative 
 

x 

Travis Chrest 
(Alternate) 

South Texas Electric 
Cooperative 

Cooperative 
 

x 

Smith Day Denton Municipal Electric Municipal  x 

Tom Pierpoint 
(Alternate) 

Austin Energy Municipal 
 

x 

Amanda Frazier Vistra Energy Corp. Generation  x 

Bryan Sams Calpine Corporation Generation  x 

Brad Cox 
Tenaska Power 
Services, Inc. 

Load Serving & 
Marketing 

 
 

Venona Greaff 
Occidental Power 
Services, Inc. 

Load Serving & 
Marketing 

 
x 

Milton B. Lee Texas RE Board Chair   x 

Suzanne E. 
Spaulding 

Texas RE Board Vice 
Chair 

 
 x 

Crystal E. Ashby 
Texas RE Independent 
Director 

 
 x 

Jeffrey A. Corbett 
Texas RE Independent 
Director 

 
 x 

Jimmy Glotfelty 
Public Utility Commission 
of Texas 

 
  

Chris Ekoh 
Office of Public Utility 
Commission of Texas 

 
 x 

Jim Albright Texas RE   x 

Derrick Davis Texas RE   x 

Judy Foppiano Texas RE   x 
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At least two-thirds of the voting representatives on the MRC, either in person or by 
proxy, are required to constitute a quorum.  A quorum was established.   

Discussions and Activities 

1. Call to Order, Announce Proxies and Telephone Attendees; Antitrust 
Admonition 

Chair Jones called the MRC meeting to order at 9:01 a.m. Central Time. Brad Cox  
designated Venona Greaff as his proxy for the meeting. All attendees participated 
by phone or video conference. Derrick Davis reviewed the antitrust admonition. 

2. Approval of Minutes from May 19, 2021 MRC Meetings 

Curt Brockmann make a motion to approve the minutes from the May 19, 2021 
meeting. Daniela Hammons seconded the motion. The motion passed by 
unanimous voice vote with Chair Jones abstaining.  

3. Standard Authorization Request - Revisions to Standard Development 
Process* (Vote)  

Rachel Coyne presented a recommendation to accept the Standard Authorization 
Request (SAR) to revise the Regional Standards Development Process.  

Bobby Christmas made a motion to accept the SAR. Venona Greaff seconded the 
motion. The motion passed by unanimous voice vote.  

 

Curtis Crews Texas RE   x 

Mark Henry Texas RE   x 

J.W. Richards Texas RE   x 

Kara Murray Texas RE   x 

Joseph Younger Texas RE   x 

Paul Curtis Texas RE   x 

Matthew Barbour Texas RE   x 

Rochelle Brown Texas RE   x 

Rachel Coyne Texas RE   x 

Christine Hasha ERCOT   x 

Martha Henson 
Oncor Electric Delivery 
Company 

 
 x 

Eric Shaw 
Oncor Electric Delivery 
Company 

 
 x 

Trevor Tidwell PNM Resources   x 

Other Texas RE 
staff members and 
stakeholders 
attended in person 
and via 
conference call 
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4. NERC BOT Meeting Update 

Daniela Hammons provided an update on NERC BOT activities.   

5. NSRF Update 

Eric Shaw of Oncor Electric Delivery Company informed the MRC what the NSRF 
discussed during meetings in May, June, and July, and reviewed upcoming 
effective dates for Reliability Standards.  Additionally, Mr. Shaw provided updates 
on several NERC projects. 

6. CIPWG Update 

Trevor Tidwell, Vice Chair of CIPWG provided an update on CIPWG activities from 
the past three meetings that included: discussion of PUC updates on Cyber 
Monitoring, Intel Sharing Program, CIP-012-1, and Senate Bill 2116 concerning 
foreign-owned entities. 

7. NERC Standing Committee Updates 

Venona Greaff of Occidental Power Services, Inc. presented a Reliability and 
Security Technical Committee (RSTC) update, noting that RSTC Vice Chair David 
Zwegel retired and Rich Hydzik was appointed to fill the remainder of his term. Ms. 
Greaff said the RSTC in June discussed the 2021 State of Reliability Report, 
SPIDERWG Presentation on the Modeling Survey, Energy Reliability 
Assessments Task Force (ERATF), and Standing Committee Coordination Group 
(SCCG).  

Martha Henson of Oncor Electric Delivery Company provided an update on the 
Compliance and Certification Committee (CCC) including: they voted on how the 
Nominating Committee would select future members of the CCC, discussed risk 
based compliance and risk assessment frameworks, and have a joint task force 
working on issues concerning facility ratings. 

8. Membership Renewals and MRC Elections 

Matt Barbour, Manager of Communications and Training for Texas RE, explained 
how companies benefit from being a Member of Texas RE, and explained how to 
sign up or renew their Membership. He also explained the process for upcoming 
MRC Sector Representative Elections. 
 

9. Program Area Quarterly Reports  

Rochelle Brown provided an Align project update. Mark Henry provided a report 
on Event and Reliability and Performance Indicators. Joseph Younger provided 
updates on Standards and Registration and on Enforcement activities. Curtis 
Crews  provided updates on Compliance Monitoring. 

10. Other Business & Future Agenda Items 
 

None. 
 

The meeting adjourned at approximately 11:15 a.m. Central Time.  
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SAR 
Submittal: 
6/28/2021

15-Day
SAR

Comment 
Period

MRC 
Approves 

SAR: 
8/18/2021

MRC 
Approves 
Standard 
Drafting 
Team: 

10/17/2021

SDT Work

Comment 
Posting 
Period

Posting 
for Voting 
by RBP

Texas RE 
Board 
Action

Submit to 
NERC

FERC 
Approval

SAR-012 Progress

We are 
here

MRC Meeting
December 8, 2021



Work Plan 
Project SAR-012 Revisions to Standards Development Process 

The Standard Drafting Team (SDT) and the Manager, Reliability Standards Program (RSM) 
developed the following work plan for Project SAR-012 Revisions to Standards Development 
Process.  This work plan lays out the steps for revising a Regional Standard in accordance with 
Texas RE’s Standards Development Process (SDP) document.   

Milestone Anticipated Date Location Comments 

Standard Drafting Team Kick-off 
Meeting 

• The SDT shall elect the
permanent chair and vice
chair.

November 10, 2021 Conference 
Call 

RSM and SDT develop a work plan November 10, 2021 Conference 
Call 

Work plan delivered to the MRC.   December 8, 2021 Webinar 

The MRC shall declare a 
preliminary date on which a 
completed draft of the SDT’s work 
product and associated supporting 
documentation will be available for 
30-day public comment period.
(The RSM and SDT recommend
August 31, 2022.)

December 8, 2021 Webinar 

SDT has first working meeting 
• SDT drafts the work product

January 2022 Webinar 

SDT submits work product to MRC. 

MRC directs the RSM and SDT to 
post the work product for a 30-day 
public comment period. 

The RSM shall post the work 
product for a 30-day public 
comment period.  

The RSM shall send a notice for 
registered entities to join the 
Registered Ballot Pool (RBP).   

The SDT shall meet to discuss 
comments received within 30 days 



of the conclusion of the posting 
period.  During the meeting, the 
SDT shall: 

• prepare responses to
comments received; and

• prepare a “modification
report”.

Placeholder for second comment 
period if necessary. 

If the MRC concurs that that all of 
the requirements for the retirement 
of the standard have been met, the 
RSM will post the work product for 
ballot. 

The RBP shall be able to vote on 
the proposed retirement of the 
standard during a 15-day period.  

If the work product receives 2/3 or 
greater affirmative votes during the 
15-day voting period, the MRC will
forward the work product to the
Texas RE Board for approval.

If deemed appropriate, the Texas 
RE Board will approve the work 
product.  

The RSM will submit the work 
product to NERC.  
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MEMORANDUM 
To: Texas RE Member Representatives Committee 

From: Rachel Coyne, Reliability Standards Manager (RSM) 

Date: December 8, 2021 

Re: Approval of Work Plan for Project SAR-012: Revisions to Standards Development 
Process  

Consistent with the Standards Development Process, the MRC is requested to take action on the 
following for project SAR-012: Revisions to Standards Development Process: 

• Receive the work plan.  Based on the work plan, declare a preliminary date for posting
and direct the RSM to post a completed draft of the standard development team’s (SDT’s)
work product and associated supporting documentation will be available for 30-day public
comment period. The RSM and SDT recommend a preliminary date of August 31, 2022,
to provide time for the SDT to draft the work product, conduct a Quality Review, and for
the MRC to approve the work product for posting.

http://www.texasre.org/CPDL/TexasRE_RSDP_20100506_posted20160323.pdf


Member Representatives Committee Meeting
December 8, 2021

Odessa Solar Report

MRC Meeting  
December 8, 2021
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MRC Meeting 

December 8, 2021

NERC Solar Disturbance Reports and Alerts

• Blue Cut Fire (August 16, 2016)
• Canyon 2 Fire (October 9, 2017)
• Palmdale Roost and Angeles Forest (April 20 / May 11, 2018)
• San Fernando (July 7, 2020)

Reliability Guidelines:
• BPS-Connected Inverter-Based Resource Performance (September 2018)
• Improvements to Interconnection Requirements for BPS-Connected Inverter-Based

Resources (September 2019)
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MRC Meeting                                           

December 8, 2021

NERC Odessa Disturbance Report – May 9, 2021

345kV substation fault
1,340 MW generation loss

• 1,112 MW solar
• 14 solar facilities
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May 9th Disturbance 

MRC Meeting 
December 8, 2021
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Industry Recommendations

MRC Meeting 
December 8, 2021

Improved Requirements and Processes – Implementing Actions from 
Guidelines and Improving Generator Interconnection Agreements

NERC Standards Updates 

• Performance Gaps in Inverter-based Resources – GOs
• Performance Validations against Models and Interconnection Requirements
• Ride-Through Performance Standard
• Analysis and reporting for Abnormal Inverter Operations
• Data for Event Monitoring
• Inverter-specific Performance Requirements (return to service example)

• Modeling and Studies for Inverter-Based Resources – TP and PC
• Accurate Electro Magnetic Transient (EMT) Models at Interconnection Requested
• Clarify Requirement for EMT models
• Model quality checks and GO feedback loop
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ERCOT Recommendations

● Adoption of Reliability
Guideline Content

● Follow-up with all Solar PV
Resources

● Detailed Model Quality
Review

● System Model Validation
● Gap Analysis of

Interconnection Study
Process

MRC Meeting 
December 8, 2021

Rapid Growth in ERCOT’s Inverter-Based Resources:
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Questions?



Member Representatives Committee Meeting
December 8, 2021

Facility Ratings Focus
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The “Why” We Are Here

MRC Meeting 
December 8, 2021 
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Risk Management

MRC Meeting 
December 8, 2021 

Grid Transformation
Security Risks
Extreme Natural Events
Critical Infrastructure Interdependencies

Implementation Plan

Practice Guide

IRA/COPs



PHOTO: MIKE ELIASON/SANTA BARBARA COUNTY FIRE DEPARTMENT/AP
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Risk

Facility 
Ratings

TOP-
003-3

TOP-
001-4

TOP-
002-4

TPL-
001-4

IRO-
010-2

MOD-
032-1

PRC-
023-4

MRC Meeting 
December 8, 2021 

Planning

Modeling/Analysis

Data Specification

Data Specification

Relay Loadability Operations

Operations Planning
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Outreach Coverage

2015, 2016, 
2017, 2018, 

2020 
Workshops, 
NSRF, Talk 
with Texas 

RE, etc.

Oct 2021 
Focused 
TO/TOP 

only 
Workshop

One-on-One 
Meetings

CCC Task 
Force (now 
joint with 

NATF)

Practice 
Guide, 

Common 
Questions

ERO 
Enterprise 
Task Force

MRC Meeting 
December 8, 2021 
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Compliance

MRC Meeting 
December 8, 2021 

0

20

40

60

80

100

120

FAC-008

FAC-008 Requirements

2015 2016 2017 2018 2019 2020 2021

25 of 31 TOs Assessed
91 of 192 GOs Assessed
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Registered Entity Best Practices

● Robust documented change management processes for
equipment changes that include:
 SME evaluation of changes
 Required pre-implementation approvals/notifications
 Inventory verification/updates
 Checklist to verify appropriate follow-up action(s) taken
 Periodic reviews/comparisons with internal and external models
 Periodic reviews with others (e.g., construction/maintenance crews, relay and

control, EMS support, RC support, etc.)
 As needed review if major event has occurred (e.g., Uri, Harvey, 1989

Derecho, Bastrop Fire, Jerrell F-5, etc.)

MRC Meeting 
December 8, 2021 
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Registered Entity Best Practices (cont.)

● Strong annually reviewed methodology – clear instructions,
roles and responsibilities, coordination expectations

● Inventory tools- write access dictated by FRM roles with
automated notifications to affected groups

● Periodic field verification -percentage and risk based on legacy,
post-event review, and new installations

● Checklist for changes that includes data provision (internally
and externally), review of SOLs, relay impacts, and
EMS/GMS/application alarming impacts

● Facility Rating/MLSE database with robust controls, MLSE and
secondary MLSE identified, jointly owned Facilities identified

MRC Meeting 
December 8, 2021 
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Enforcement

Since 2016 47 Facility Rating Violations in Texas RE Footprint
• 31 Moderate Risk, 16 Minimal Risk, ZERO (0) Serious Risk
• $497,000 in penalties

Closed All Facility Rating Violations Discovered Prior to 2020
• Not seeing broad systemic issues
• Remaining issues-smaller TOs, smaller/newer GOs, limited Facilities

Mitigation
• Dependent upon risk not a “one size fits all” approach
• Extent of Condition reviews
• Change management improvements (e.g., periodic field reviews,

inventory/tracking tools, notification tools, internal checks, etc.)

MRC Meeting 
December 8, 2021 
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Simplified Facility Ratings Flow Diagram

MRC Meeting 
December 8, 2021 
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Moving Forward

Support Strong Sustainable Facility Ratings Programs (“Why”)
• Outreach
• Engagement with industry

Determine Status of Facility Ratings Assessments
• Timeliness
• Risk/Address gaps

Enhanced Approach Regarding Facility Ratings Programs
• Use current tools with emphasis on mitigation efforts
• Encourage self-assessment and risk-based prioritization

Support Facility Ratings Task Forces (CCC/NATF/ERO)

MRC Meeting                                                        
December 8, 2021 
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Questions?



NERC Standards Review 
Forum Update

For the Texas RE - Member Representatives Committee

December 8, 2021

Eric Shaw, Oncor

Chair 

Matt Stout, ERCOT

Vice-Chair

1



NSRF Meetings

• 08/18/2021 - Video conference meeting

• 09/30/2021 – Canceled

• 10/28/2021 - Video conference meeting 

• 11/18/2021 – Video Conference meeting

Note: Open sessions - WebEx / Closed sessions - Zoom

2



Texas RE Standards Report

• Effective Dates for Reliability Standards
• 1/1/2022

• PRC-012-2 Remedial Action Schemes (R9)

• TPL-007-4 Transmission System Planned Performance for Geomagnetic 
Disturbance Events (R6, 6.1-6.4, R10, 10.1-10.4)

• 7/1/2022

• PRC-002-2 Disturbance Monitoring and Reporting Requirements (100% 
compliance for R2-R4, R6-R11)

• 10/1/2022

• PRC-024-3 Frequency and Voltage Protection Settings for Generating Resources

3



NERC Projects
• Project Updates

• 2017-01b Modifications to BAL-003-1.1

• 2019-04 Modifications to PRC-005-6

• 2020-02 Transmission Connected Resources

• 2020-05 Modifications to FAC-001-3 and FAC-002-2

• 2020-06 Verification of Models and Data for Generators MOD-
026-1 & MOD-027-1

• 2021-01 Modifications to MOD-025-2 and PRC-019-2

• 2021-02 Modifications to VAR-002-4.1

4(Continued on next slide)



NERC Projects 

• Project Updates

• 2021-04 Modifications to PRC-002-2

• 2021-05 Modifications to PRC-023-4

• 2021-06 Modifications to IRO-010-2 & TOP-003-3

5

(Continued)



Other Items of Interest

• FERC / NERC 2021 Cold Weather Report

• FERC, NERC & REs Protection System Commissioning Report

• SAR-012 - Texas RE Regional Standards Development Process

• IRO-010 – TOP-003 

• Align / CFR  Tool

• Texas RE Updates

• 270 day letter of intent to audit

• Sampling – PRC-005-6

• Use of Self-Certification
6



Upcoming NSRF Meetings

• January 27, 2022

• February 24, 2022

• March 24, 2022

7



2022 Leadership

• Chair – Matt Stout, ERCOT

• Vice Chair - TBD

8
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Questions or Comments?

Thank you!



ERCOT CIP Working 
Group Update
For the Texas RE – Member Representatives Committee (MRC)
December 8, 2021

Christine Hasha, ERCOT
CIPWG Chair

Trevor Tidwell, PNM Resources
CIPWG Vice Chair



CIPWG Open – August 2021
 Texas Department of Public Safety update on DHS National Critical Infrastructure Prioritization Program 

(NCIPP) Data Call and Critical Infrastructure Prioritization Pilot Study.

 Federal Bureau of Investigation (FBI) introduction of cyber team members. 

 Overview from Tom Alrich on Software bills of material (SBOMs) and hardware bills of material (HBOMs). 

 Electricity Information Sharing & Analysis Center (E-ISAC) updates on cyber and physical vulnerabilities 
and trends.

 RSTC call for nominations for terms beginning January 2022.

 TSA directive affecting gas pipeline owners. 

 Ask Texas RE

 CIP-013: What is a vendor (compliance considerations)?.

http://tomalrichblog.blogspot.com/
https://www.tsa.gov/sites/default/files/pipeline_security_guidelines.pdf


CIPWG Open – October 2021
 Public Utility Commission of Texas update on Cyber Reporting Act. 

 Texas Department of Public Safety update on DHS National Critical Infrastructure Prioritization Program 
(NCIPP) Data Call, Texas interconnect submitted as critical infrastructure.

 Energy Information Sharing & Analysis Center (E-ISAC) updates on cyber and physical vulnerabilities and 
trends.

 Market notice sent about security awareness  month.

 RSTC update from September meeting.

 Request for participants in CIP-002, Attachment 1 Criteria 2.12 for Transmission Owner Control Center 
field trial. 

 Ask Texas RE

 • BCSI in the cloud audit and control expectations.



CIPWG Open – November 2021
 E-ISAC updates on physical vulnerabilities and trends.

 RSTC update:

 Working group and task force sunset review.

 Aligning the RSTC work plan to the 2021 ERO Reliability Risk Priorities Report. 

 Aligning the RSTC work plan to the February 2021 Cold Weather Grid Operations: Preliminary 
Findings and Recommendations.

 Ask Texas RE

 CIP-004 reassignments and transfers – when does the clock start?

https://www.nerc.com/comm/RISC/Documents/RISC%20ERO%20Priorities%20Report_Final_RISC_Approved_July_8_2021_Board_Submitted_Copy.pdf
https://www.ferc.gov/media/february-2021-cold-weather-grid-operations-preliminary-findings-and-recommendations-full


CIPWG – Closed Meetings
 Closed meetings have been reinstated with rules.

 The start time will be announced in the open session.

 Meeting will begin after a short break following the shutdown of the open session. 
During the break, attendees should begin entering the closed session for verification of 
confidentiality agreement that matches the current employer. 

 Those without a confidentiality agreement will be exited from the meeting. 

 Only the individuals with the confidentiality agreement are allowed to enter the 
meeting. No conferencing in others or sharing screens with others.

 The meeting will be turned to a closed session at the announced start time. No others 
will be permitted after the meeting is closed.



CIPWG Closed – August 2021
 Security Topics:

 ERCOT Threat Operations update.

 SBOM follow up.

 Medium and high impact PACS in the cloud. 

 Compliance Topics: 

 Secure Evidence Locker demo.



CIPWG Closed – October 2021
 Security Topics:

 ERCOT Threat Operations update.

 Compliance Topics:

 CIP-013 Resellers.

 Transient Cyber Assets contractors and other third parties.



CIPWG Closed – November 2021
 Security Topics:

 ERCOT Threat Operations update. 

 Compliance Topics: 

 Peer sharing on CIP-004 reassignment and transfer discussion.

 Peer sharing on CIP-013 for product support contract renewal. 

 Administrative: 

 December selection of chair and vice chair.



Upcoming CIP Standard Effective Dates
 July 1, 2022 (Protecting operations data)

 CIP-012-1 – Cyber Security – Communications between Control Centers.

 October 1, 2022 (Supply chain modifications) 

 CIP-005-7 – Cyber Security – Electronic Security Perimeter(s).

 CIP-010-4 – Cyber Security – Configuration Change Management and Vulnerability 
Assessment.

 CIP-013-2 – Cyber Security – Supply Chain Risk Management.



Standards Pending Regulatory Approval
 2019-02 BES Cyber System Information Access Management

 Filed with FERC; 24-month implementation.



NERC CIP Standards Under Development
 2020-04 Modifications to CIP-012-1

 No postings. 

 No meetings on NERC calendar.

 2020-03 Supply Chain Low Impact Revisions

 Ballot result from 10/11/2021; 29% approval. 

 Meeting held on 11/3/2021. Next scheduled for 11/15/2021 and 11/18/2021.

 2021-03 CIP-002 Transmission Owner Control Centers 

 Field trial being prepared. 

 No postings. 

 No meetings scheduled.

https://www.nerc.com/pa/Stand/Pages/Project202004ModificationstoCIP-012.aspx
https://www.nerc.com/pa/Stand/Pages/Project_2020-03_Supply_Chain_Low_Impact_Revisions.aspx
https://www.nerc.com/pa/Stand/Pages/Project%202021-03%20CIP-002%20Transmission%20Owner%20Control%20Centers.aspx


NERC CIP Standards Under Development
 2016-02 Modifications to CIP Standards

 No postings. 

 No meetings scheduled.

 Ballot and comment closed September 1. 

CIP-002-7 36.22%
CIP-003-9 41.55%
CIP-004-7 38.09%
CIP-005-8 20.25%
CIP-006-7 42.19%
CIP-007-7 29.40%
CIP-008-7 49.48%
CIP-009-7 49.73%
CIP-010-5 33.22%
CIP-011-3 40.16%
CIP-013-3 41.43%

https://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx


NERC Compliance Guidance
 Endorsed:

 None listed.

 Proposed: 

 None listed.

 Not endorsed: 

 None listed.

 CMEP Practice Guides: 

 None listed.



Upcoming Events
 Workshops and Conferences

 None.

 2020 NERC Meetings

 2021 Reliability & Security Technical Committee; December 14-15.



Upcoming 2021 CIPWG Meetings

 August 6
 September 10
 October 1

 November 5
 December 3





NERC Reliability and Security 
Technical Committee Update

For the Texas RE – Member Representatives Committee (MRC)
December 8, 2021

Venona Greaff, Oxy
Sector 8

Christine Hasha, ERCOT
Sector 10
ExComm



September 8-9 2021 Meeting

• Approved new Nominating Subcommittee Member

• Approved 1 White Paper

• Approved posting for comment of 1 Reliability Guideline

• Approved 1 Scope Document



September 8-9 2021 Meeting

• A member of the Nominating Subcommittee retired leaving a position 
open. The RSTC Chair, in consultation with the Executive Committee, 
nominated Edison Elizeh from Sector 4. The full committee voted to 
approve.

• Nominating Subcommittee provided a report on the timelines and 
activities associated with the Sector elects and At-Large nominations to fill 
seats terming out in 2022.

• NERC CCC Chair Jennifer Flandermeyer shared information on the impacts 
of proposed wifi operations on microwave links at 6Ghz.
• Seeking volunteers to participate on a new task force



September 8-9 2021 Meeting

• Approved For Posting and Comment
• DER Forecasting Reliability Guideline

• Approved Scope Document
• The Synchronized Measurements Working Group (SMWG)

• Approved White Papers
• DER Modeling Practices (SPIDERWG) 



September 8-9 2021 Meeting

• Call for Volunteers
• NERC SPIDERWG DER integration Simulation Improvements 

Whitepaper needs reviewers.

• New Task Force focused on 6GHz communications bands needs 
technical experts with 6 GHZ wireless radio communication band or 
electrical operations communication components. Nomination period 
closed October 1.



September 8-9 2021 Meeting

• Informational
• Review of RSTC Policy Input highlights
• Review Proposed RSTC Charter Amendments
• Review ERO Reliability Risk Priorities Report 

• RSTC risk prioritization and risk mitigation planning
• Update on NERC’s Risk Registry
• Failure Modes and Mechanism Task Force update
• Security Working Group update
• New analysis in 2021 State of Reliability Report
• DOE Cybersecurity for Operational Technology Environments

• CyOTE
• Supply Chain Standard Effectiveness Survey review



September 8-9 2021 Meeting

• Informational
• Nomination Subcommittee (NS) Update
• RSTC subordinate group review process
• Reliability Assessments Subcommittee (RAS) update
• Energy Reliability Assessments Task Force (ERATF) update
• Standing Committee Coordination Group (SCCG) update
• NERC Event Analysis Subcommittee (EAS) Lessons Learned
• NAGF and NATF Updates



Participation Opportunity
• Sector Elections

• 11 Sectors
• Sector 8 and Sector 10 – Texas RE Representation
• Incumbents return
• 2 Seats are empty

• Sector 2 – State/Municipal Utility
• Sector 9 – Small End-use Electricity Customer

• 5 At-Large Seats Expiring
• Nominations open December 10
• Currently no Texas RE representation



Future Meetings
2021

December 14-15, 2021 (Virtual)

2022

March 8-9, 2022 (TBD)
June 7-8, 2022 (TBD)

September 13-14, 2022 (TBD)
December 14-15, 2022 (TBD)





Compliance and Certification Committee

 September and November 2021 CCC Voting Items

 CCC 2022 Work Plan

 CCCPP-009 Revision – Confidentiality Protocol

 CCCPP-012 Revision – CCC Participation in NERC CMEP Audits (Appendix 4A)

 Subcommittee Scope Revisions (ORCS, EROMS, Alignment moving to CCC Exec Committee)

 2022-2023 Leadership

 Scott Tomashefsky, N. CA Power Agency (Chair) / Silvia Parada Mitchell, NextEra (Vice Chair)

 Committee Focused Discussions

 Enforcement (closed session) and Self Logging (joint with Standards Committee)

 ERO Self-Logging Presentation (SC+CCC Sept Meeting Package, Agenda Item 5, p28)

 Align and Secure Evidence Locker Implementation Experience

 Task Force Activities

 Facility Ratings – BOTCC/CCC Presentation (Agenda Item 3, p5)

 Supply Chain – August 27 Webinar; FAQs

Update to Texas RE Member Representatives Committee
December 2021

https://www.nerc.com/comm/CCC/Agenda%20Highlights%20and%20Minutes%202013/Compliance%20and%20Certification%20Committee%20Nov%202021%20Agenda%20Package.pdf
https://www.nerc.com/comm/CCC/Agenda%20Highlights%20and%20Minutes%202013/SC_and_CCC_Joint_Meeeting_Package_September_23_%202021.pdf
https://www.nerc.com/gov/bot/BOTCC/Compliance%20Committee%202013/Compliance%20Committee%20Open%20Meeting%20Combined%20Presentations%20-%20November%203,%202021.pdf
https://vimeopro.com/nerclearning/ero-enterprise-video-library/video/596051391
https://www.nerc.com/pa/comp/Pages/SupplyChainRiskMitigationProgramFAQ.aspx


Member Representatives Committee Meeting
December 8, 2021

Align Project Update

MRC Meeting  
December 8, 2021
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Align Release Overview

Live: 3/31/2021 Live: 7/19/2021

MRC Meeting 
December 8, 2021
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ERO Enterprise Outreach: Align and SEL Lessons Learned 

ERO Enterprise Webinar Held September 28, 2021
• ERO Transformational effort involving each Region’s Change Agents
• 437 Attendees
• Survey conducted, positive feedback

• Responses from all Regions
• 97% found it effective and informative
• 100% are interested in future joint ERO Enterprise Align/SEL

webinars
• Top three topics of interest

• Data Handing in Align and the SEL
• Align Functionality
• SEL Submission Portal Functionality

MRC Meeting 
December 8, 2021

https://www.nerc.com/ResourceCenter/Align%20Documents/ERO%20Enterprise%20Align%20and%20SEL%20Webinar.pdf
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Other Items

NERC Published Data Handling 
in Align and the SEL Guide

Data Migration - Closed PNCs 
Underway

Align User Group Has Met 
Twice

MRC Meeting 
December 8, 2021

https://www.nerc.com/ResourceCenter/Align%20Documents/Align%20and%20SEL%20Data%20Handling%20-%20August%202021.pdf
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Data Migration

Closed PNCs Across all Regions

• Information for Enforcement Actions closed within the past five years will
be migrated into Align
• First migration batch underway
• Additional migration batches to occur during 2022

Technical Feasibility Exceptions Across all Regions

Migration Supports Metrics, ERO Internal Reports, and 
Compliance History Tracking

MRC Meeting 
December 8, 2021
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Governance Model

● September 27: Align User Group (AUG) Kick-off
● November 3: 2nd meeting
● Topics

 Release 1 and 2 Defects and Enhancements
● Align User Group

 Three representatives from the CCC
 Two representatives from each Region and NERC
 One NERC Align Functional Administrator
 One Align Business Engagement Analysts

MRC Meeting 
December 8, 2021

https://www.nerc.com/ResourceCenter/Align%20Documents/Align%20Governance%20Model%202020.pdf
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Resources and Stay Informed

Training Resources 

Registered Entity Training 
Materials

Registered entity videos/User 
Guides available:
 Release 1
 Release 2
 Access Provisioning and MFA
 Submitting Evidence to the

ERO SEL
 Post Support Process

Stay Informed

● Texas RE website: Align page
● Texas REview, Align

Newsletters, announcements,
and social media

● Visit NERC’s Align page
● Join Talk with Texas RE

meetings for Align updates

MRC Meeting 
December 8, 2021

https://training.nerc.net/Home/ViewApplicationVideos?system=Align&role=Registered%20Entities
https://www.texasre.org/pages/align
https://www.nerc.com/ResourceCenter/Pages/CMEPTechnologyProject.aspx


MRC Meeting
December 8, 2021

Reliability Services and 
Registration Report

MRC Meeting  
December 8, 2021



MRC Meeting
December 8, 2021

Reliability and Performance Indicators

MRC Meeting  
December 8, 2021
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Key Activities

MRC Meeting 
December 8, 2021

FERC Inquiry for February Cold Weather Event

ERO Long Term and Winter Assessments

ERO/FERC Protection Systems Commissioning Report

Outreach Related to Winter Storm Uri 

Inverter Based Resource Performance and Event Analysis
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NERC Odessa Disturbance Report – May 9, 2021

 Report published Sept 2021
 Recurring issues with solar PV

plants resulting in failure to ride-
through disturbances, most noted
in California events since 2016

 Combined effort of SMEs from
NERC, ERCOT, and Texas RE

 Extensive follow-up planned by
the NERC Inverter-based Resource
Performance Working Group

MRC Meeting 
December 8, 2021
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Reliability Services Functional Dashboard – As of Nov 15, 2021

EVENTS ANALYSIS

PERFORMANCE ANALYSIS ASSESSMENTS

SITUATIONAL AWARENESS

• FERC Report on
Protection
System
Commissioning
released 11/4
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Average Calendar Days to Submit Brief Report
Through 10/31/2021
Category OE-417 Submission EOP-004 Submission
Physical Threat 7 2
System Separation or Islanding 2
Loss of Firm Load
Public Appeals 6
Loss of Monitoring 6 3
Control Center Evacuation 1 1
Loss of > 50k Customers 9
Fuel Supply Emergency 3
Damage/Destruction of Facility 3
Generation Loss
Transmission Loss 2

October 2021 ERCOT Interconnection Model Assessment

Powerflow

Most metrics below 5%
1 metric consistent worsening or improving

1 metric worsening 
1 metric consistent high score or improving

Dynamics

Most metrics below 5%
2 metrics consistent high score

3 metrics worsening
1 metric improving

On-Time Section 1600 Reporting Status as of 15 Nov 2021
2021 Q1 2021 Q2 2021 Q3 2021 Q4

TADS 100% 96% 82% >90%
GADS 100% 100% 100% >80% and < 90%
MIDAS 99% 98% 40% <80%
Wind GADS 82% 81% 67%
** Q3 data due 11/15 for GADS, TADS, and Wind GADS
*** Q3 data due 11/30 for MIDAS
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ERCOT System Inertia

Reliability Dashboard as of November 15, 2021

MRC Meeting 
December 8, 2021

Frequency Control Misoperations Forced Outage Rates

2021 Resource Adequacy Events Frequency Response

2020 % Misops – 6.0%
2021 YTD % Misops – 5.7%

Projected Peak: 77,244 MW
Actual Hourly Peak: 73,476 MW
Wind/Solar % at Peak: 13.6%
Max Hourly Wind: 23,368 MW
Max Hourly Solar: 6,988 MW
Max Hourly Renew %: 65.8%
Advisories (PRC<3,000) – 7
Watches (PRC<2,500) – 4

CPS1 2020 – 171.2
CPS1 2021 YTD – 168.9

Requirement: 471 MW/0.1Hz

Inertia

Infrastructure Protection

Critical Inertia:  100 GW-sec
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APPENDIX:
RELIABILITY AND PERFORMANCE 
INDICATORS UPDATE

MRC Meeting 
December 8, 2021
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Key 2021 
System 
Events

• 2/15/2021
Winter storm

• Five loss of
SCADA or
EMS events

• 5/9/2021
Loss of solar

• 6/26/2021
Loss of solar

System Events
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New Generation Interconnections with Signed IA as of 11/01/2021
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NERC Steady-State and Dynamic Model Metrics – Oct 2021

NERC reviews a composite of 40 metrics between 
the steady-state and dynamic models. Summer 
peak, Winter peak, and light load cases are 
reviewed.

Goal is to have metrics to close to zero.
ERCOT model metrics > 5% are shown below.

October 2021 ERCOT Interconnection Model Assessment

Powerflow

Most metrics below 5%
1 metric consistent worsening or improving

1 metric worsening 
1 metric consistent high score or improving

Dynamics

Most metrics below 5%
2 metrics consistent high score

3 metrics worsening
1 metric improving

Steady-State Model Metrics
Metric 2017 Score % 2018 Score % 2019 Score % 2020 Score % 2021 Score % Performance
Generator Reactive at Limits 20.24 14.11 6.37 6.78 8.52
Generator Reactive Limit Power Factor 11.33 11.11 13.73 31.83 9.36

Dynamic Model Metrics
Metric 2017 Score % 2018 Score % 2019 Score % 2020 Score % 2021 Score % Performance
Not Recommended Models - - 24.37 21.77 20.09
Unreasonable Inertia Constants 15.33 11.3 14.01 15.31 16.4
Unreasonable Saturation Factors 20.08 20.12 13.17 12.82 13.55
DC Exciter Self-Excitation Errors 9.86 11.67 12.5 13.46 11.31
Suspect PSS2A/2B parameters - 12.5 16.92 14.07 16.21
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Fuel Type as % of Total Energy

Gas Coal Nuclear Renewable
12 per. Mov. Avg. (Gas) 12 per. Mov. Avg. (Coal) 12 per. Mov. Avg. (Nuclear) 12 per. Mov. Avg. (Renewable)

MRC Meeting 
December 8, 2021

Energy by Fuel Type since 2008

Renewable Energy 27% for 2021 YTD (25% in 2020)
Coal Energy 19% for 2021 YTD (18% in 2020)
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System Inertia

MW-Sec
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2021 heat map of 
inertia by month and 
hour

Lowest inertia level of 
109 GW-sec on 3/22/2021

Low inertia risk is limited 
to less than 50 hours per 
year

Hour Jan Feb Mar Apr May Jun July Aug Sept Oct Nov Dec
0 204196.8004 226050.2401 143033.1208 169806.4584 187409.2571 251182.1766 280037.0305 283285.5138 241249.9077 196854.5226 173233.7154 #DIV/0!

1 203482.1363 225378.7645 140977.6052 166198.5895 182717.7832 246292.2696 273959.1732 276383.7263 235817.8179 191434.0599 169242.5602 #DIV/0!

2 204980.3874 225154.3703 142273.2344 166172.1231 182328.7203 245511.2634 272344.1529 274478.9275 234740.4323 190279.7888 171440.9196 #DIV/0!

3 208004.7884 227326.1767 144296.0212 167182.0109 183499.2476 245739.7861 272422.602 274386.5616 234569.4096 190719.0585 173175.4715 #DIV/0!

4 214993.1196 231019.1783 150442.5273 171838.3531 186767.0449 246966.5455 273142.4086 275071.8209 236273.3098 194705.6451 179658.3804 #DIV/0!

5 222081.9434 236558.2379 162034.6855 178689.0995 196737.0369 253563.1384 276545.492 278540.3998 245294.3468 204483.4972 195246.8146 #DIV/0!

6 224958.3056 239698.1235 166602.7971 183075.7881 202767.7932 257524.8604 280211.7115 282008.3664 250966.3603 209533.5234 202896.1824 #DIV/0!

7 226149.9892 241291.9729 168897.7935 186848.6639 207307.8024 262498.242 284671.9866 285675.1369 257127.1445 213199.1127 205656.193 #DIV/0!

8 226805.9987 241874.9512 170930.4294 190756.7093 212152.3127 271320.1459 291534.4645 292918.7962 265253.9208 218826.8036 206025.8149 #DIV/0!

9 226239.9907 240198.519 172636.0843 193515.6138 217878.9418 282312.8385 303850.8878 304931.2947 277255.4554 224262.5988 207587.3063 #DIV/0!

10 224793.4718 238529.8154 174240.8654 196283.5309 224188.0617 295997.6054 320058.1551 321122.238 294245.8241 232028.1113 208606.0762 #DIV/0!

11 222444.682 237433.3571 175556.6216 199510.6799 229851.8059 306153.2412 330448.9028 333414.8122 308142.7243 240320.0315 211193.5062 #DIV/0!

12 220132.8164 236037.9375 175849.6107 201934.3053 234446.2267 313778.1459 337502.7204 342750.4746 317245.138 247167.7861 213175.9406 #DIV/0!

13 219229.4723 235280.2347 176871.1398 204436.2252 237950.2013 318144.3562 341801.1696 348074.3401 323215.0185 252353.2902 214945.9286 #DIV/0!

14 219348.3059 235663.7404 178485.3913 206904.9583 239515.2246 320828.7694 344483.3773 349594.7871 326455.0267 255607.5077 217231.3467 #DIV/0!

15 221291.1291 236782.7068 179537.8783 208449.246 241262.5976 322176.3131 345640.7208 350368.1944 327778.9003 258119.7336 220067.2346 #DIV/0!

16 224091.8898 237608.8691 180157.1838 209744.3089 242098.3993 323072.6615 345993.0539 350826.7196 328892.5294 259676.4632 221267.8112 #DIV/0!

17 225711.1518 238392.4677 180908.1998 210514.1854 241838.2117 322121.8597 345832.0975 349939.8206 329271.1961 260098.5099 223207.7849 #DIV/0!

18 226365.9045 240869.6165 180859.3815 210075.6249 240423.8476 319210.3466 344404.5314 348141.3769 328147.5943 260129.4591 225046.7828 #DIV/0!

19 224869.4043 240057.077 180505.2557 209889.6699 238266.8974 316298.0941 342324.0477 345831.4786 326384.0386 259110.9101 221396.648 #DIV/0!

20 221793.3408 237117.026 178291.2273 210188.3308 235502.1212 312172.3018 339642.6491 342536.1866 320353.1619 253990.0726 214243.4218 #DIV/0!

21 217189.6529 234242.837 172705.3403 206193.7073 228104.4666 301999.7294 332174.9288 332297.4954 305129.0673 243022.1827 205091.6577 #DIV/0!

22 210913.4949 230371.1208 162773.2016 194776.0467 212114.9927 282404.4583 314290.7134 315966.1976 278611.424 226253.0151 190323.4355 #DIV/0!

23 205515.2088 227019.5746 151137.1441 180819.2993 197997.2815 264585.5989 295083.9564 297722.0906 255180.7783 208632.2754 179679.4017 #DIV/0!
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2021 heat map of net load ramp by month and hour Historical max 1-hour up-ramps for load, wind and net load

Ramping

Hour of Day Jan Feb Mar Apr May Jun July Aug Sept Oct Nov Dec MW/Hr
0 -313.897764 -332.2578123 -747.3682188 -1165.958243 -1398.831403 -1979.813412 -2062.302881 -2048.121058 -1839.337244 -1401.410736 -827.2048887 #DIV/0! 4800
1 -191.4317316 -243.1209178 -168.2610303 -521.6343288 -633.3166922 -1094.729798 -1101.24895 -1184.943353 -948.9967185 -752.2232829 -381.0108231 #DIV/0! 4400
2 252.7718659 403.7503848 223.3864469 -117.5908355 15.892115 -336.9657113 -442.1235043 -491.5770482 -317.8741413 -87.93074591 90.93843474 #DIV/0! 4000
3 917.7273116 888.4549828 778.3843031 501.4617598 620.5489788 446.8105348 265.3537888 213.7438382 351.8558539 376.0061319 915.7482443 #DIV/0! 3600
4 1733.619427 1643.125491 1627.543538 1348.656086 1293.733403 1039.718739 1112.538063 1312.878217 1315.966663 1275.214187 2137.691973 #DIV/0! 3200
5 2636.841638 2379.533396 2674.668042 2265.830237 2035.617196 1684.291097 1432.960109 1993.622206 2192.472573 2263.016375 2991.814871 #DIV/0! 2800
6 1854.427233 1285.529237 1599.003615 1392.843081 1087.053448 1301.834297 918.3567045 972.6587977 1093.031239 1516.766801 1760.468513 #DIV/0! 2400
7 24.04378278 -527.4248031 -140.5438977 438.2471335 270.7616537 1144.631038 1067.741894 1204.888844 631.4577379 256.9073447 596.4845831 #DIV/0! 2000
8 -997.3248336 -762.3793719 -565.7451041 -9.51703497 590.8248435 1953.626555 1561.74505 1500.660782 1562.932758 551.7889176 183.7000113 #DIV/0! 1600
9 -1022.592258 -845.6221913 -356.3980469 42.52898704 1237.263783 3027.177842 3193.398206 3253.438789 2408.325861 1294.579169 -203.3631831 #DIV/0! 1200
10 -985.375783 -961.6627277 -18.79293065 558.7525995 1403.978734 3208.1759 3702.500648 4033.91782 3730.932951 1343.160579 153.2105294 #DIV/0! 800
11 -689.4121308 -682.8706584 207.9686131 698.9846862 1335.991605 2844.223382 3173.524005 3663.840799 3693.887242 1757.877308 278.589555 #DIV/0! 400
12 -610.9232627 -467.8708741 209.7654842 967.8079041 1485.698122 2298.481861 2347.128846 2633.074296 3049.542553 1876.005686 55.14903609 #DIV/0! 0
13 -510.6180935 -297.4254917 89.22601043 677.8590934 1195.582565 1505.741233 1242.611465 1322.071777 2023.56621 1398.959727 -120.8925014 #DIV/0! -400
14 -95.37353561 -38.02528788 62.11850511 673.7438099 766.5250658 685.2006103 547.2144897 414.9823472 1155.461581 981.1180681 -176.0677645 #DIV/0! -800
15 1059.947591 567.1040815 339.003851 499.7157664 458.0976068 62.76812042 -19.39524195 -103.7897091 794.8494482 543.8889339 232.6048219 #DIV/0! -1200
16 2993.172955 1780.615149 480.3681123 282.1961506 -427.7539174 -626.3100421 -655.4463401 -801.0122467 -272.2250705 37.60192723 1493.369949 #DIV/0! -1600
17 1882.673472 2066.173313 1001.118415 91.48487884 -1090.661917 -1274.971602 -1153.435839 -1347.983654 -643.2797133 701.9489822 897.200218 #DIV/0! -2000
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Frequency Control

29 clock-minutes of BAAL Exceedances in 2020
69 clock-minutes of BAAL Exceedances in 2021
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Primary Frequency Response – BAL-003

2021 YTD Median Recovery time from a reportable generation loss event is 5.3 minutes
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Generation Availability (Conventional) 
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Generation Equivalent Forced Outage Rates (Conventional) 
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Wind GADS Metrics by Month
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Voltage Control Metrics – 345kV Units for Fall 2021

Red lines indicated the +/- 4kV tolerance around the voltage setpoint
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Voltage Control Metrics – 138kV Units for Fall 2021

Red lines indicated the +/- 2kV tolerance around the voltage setpoint
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Voltage Control Metrics – State Estimator Important Buses

335.000

340.000

345.000

350.000

355.000

360.000

365.000
State Estimator Important Buses - Voltage Control Chart 2021 Q4



23

-100%

-80%

-60%

-40%

-20%

0%

20%

40%

60%

80%

100%

GTC Operation 7/1/2021 - 10/1/2021
Actual Flow vs Limit (%)

MRC Meeting 
December 8, 2021

Generic Transmission Constraints

North-Houston McCamey Valley Import Panhandle Bearkat West Texas
# Minutes > 90% 2 0 0 853 4 304

# Minutes > 100% 0 0 0 0 0 0

North-Houston McCamey Valley Import Panhandle Bearkat West Texas
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Transmission Outage Rate Trends – Available Data
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Transmission Congestion – 2021
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Protection System Misoperations

Percent Misoperation Rate is normalized based on number of system events
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Protection System Misoperations
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Infrastructure Protection – 2021 YTD

Incidents reported to 
System Security 
Response Group 
(SSRG)
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Registration Report
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Number of Registered Entities by Function – Texas RE Region

In 2020, there were 251 registered entities 
accounting for 464 registered functions:

As of Mid-November 2021, there are 279 registered 
entities accounting for 500 registered functions:

Over 20% of all Texas RE registered entities participate in the Coordinated Oversight Program
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Registration by Fuel Type - 2021

7,429 MW Registered in 2021 (as of Mid-Nov. 2021)
● 2 Storage facilities = 204 MW
● 2 Solar facilities (575 MW) with Storage (92 MW) = 667 MW
● 12 Solar facilities = 2,458 MW
● 12 Wind facilities = 3,128 MW
● 3 Gas facilities = 972 MW

Note: This includes new facilities added to existing registrations 

MRC Meeting 
December 8, 2021
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New and Updated Documents

New ERO Enterprise 101 Informational Package

• Guidance on becoming a NERC registered entity and steps to complete as a
newly registered entity

Revised ERO Registration Procedure

• Some changes include new or revised information pertaining to:
• Centralized Organization Registration ERO System
• Transfer of Assets
• Third Party Agreements
• Consolidating Registrations
• Registration Effective Date Policy for Generation and Transmission

MRC Meeting 
December 8, 2021

Look for the documents on the NERC and Regional Entity Registration websites
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Overview of the ERO Enterprise 101 Informational Package 

MRC Meeting 
December 8, 2021
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Enforcement & Reliability Standards Report
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Enforcement Activity
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Enforcement Discovery Dashboard
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Inventory End 
of Q3 2021: 

280

Less than One 
Year, 122, 43%

Over 1 Year, 
Less Than 2, 

94, 34%

Over 2 Years, 
64, 23%

Aging of Noncompliance in Inventory

Top Standards Discovered 
2021 To Date

Standard Number 
Discovered

CIP-007 14
CIP-004 13
CIP-003 10
CIP-010 9
VAR-002 8

BAL-001-TRE 7
CIP-002 7

MOD-025 7
PRC-024 6
PRC-025 4
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Enforcement Quarterly Dashboard

MRC Meeting 
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40, 83%

8, 17%

Q3 2021 Processed by Risk
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Enforcement Year to Date Dashboard 
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Reliability Standards
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Executive Summary

MRC Meeting 
December 8, 2021

Texas RE took action on four NERC 
Reliability Standards projects, covering 
five project phases

Ten Reliability Standards are pending 
regulatory approval
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Recent Action on NERC Reliability Standards Projects

Project Name – Standard Action
2016-02 Modifications to CIP Standards | Virtualization Additional Ballots and Comment Period

2019-04 Modifications to PRC-005-6 SAR Comment Period

2020-03 Supply Chain Low Impact Revisions Initial Ballot and Comment Period

2021-06 Modifications to IRO-010 and TOP-003 SAR Comment Period

MRC Meeting 
December 8, 2021
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Recent NERC Filings to FERC

FERC Docket 
Number

Filing FERC 
Submittal 
Date

RD20-2-000 CIP SDT Schedule September Update Informational Filing 9/15/2021
RD21-6-000 Petition for BCSI Standards 9/15/2021
AD21-13-000 Comments in response to Notice Inviting Post-Technical 

Comments on Climate Change, Extreme Weather, and Electric 
System Reliability technical conference proceeding

9/24/2021

RR10-1-000, RR13-
3-000

Annual Report on Wide-Area Analysis of Technical Feasibility 
Exceptions

9/28/2021

RR21-10-000 Petition for Revisions to the ROP 9/29/2021
RM21-17-000 Comments on Transmission Planning Advance Notice of 

Proposed Rulemaking
10/12/2021

MRC Meeting
December 8, 2021
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Filed and Pending Regulatory Approval

MRC Meeting 
December 8, 2021

BCSI Access 
Management

• CIP-004-7
• CIP-011-3

System Operating Limits

• FAC-003-5
• FAC-011-4
• FAC-014-3
• IRO-008-3
• PRC-002-3
• PRC-023-5
• PRC-026-2
• TOP-001-6
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FERC Approves Cold Weather Standards

FERC approved changes to account 
for cold weather on August 24, 2021

Approved Reliability Standards EOP-
011-2, IRO-010-4, and TOP-003-5

Effective: 4/1/2023

MRC Meeting 
December 8, 2021
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Projects in Active Formal Development

MRC Meeting 
December 8, 2021

* Designated high priority project in 2021-2023 Reliability Standards
Development Plan

Project
2016-02 Virtualization
2017-01 Modifications to BAL-003
2019-04 Modifications to PRC-005-6
2020-03 Supply Chain Low Impact 
Revisions*
2020-04 Modifications to CIP-012*
2020-05 Modifications to FAC-001-3, FAC-
002-2
2020-06 Verifications of Models and Data for 
Generators

Project
2021-01 Modifications to MOD-025 and PRC-019
2021-02 Modifications to VAR-002

2021-03 CIP-002 TO Control Centers

2021-04 Modifications to PRC-002-2

2021-05 Modifications to PRC-023

2021-06 Modifications to IRO-010 and TOP-003
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Compliance Monitoring Report 
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Highlights Q3

 July/August: Reliability 101
 Risk-Based Approach to Reliability
 Initial Engagement Submissions
 Compliance Assessments
 Foundations of CIP/O&P

 August:
 Joint CCC and ERO Enterprise Supply Chain

webinar
 NAES: Risk Based Compliance
 LCRA Storm: Facility Ratings Internal Controls

 September:
 ReliabilityFirst Fall Workshop: Building a

Sustainable Compliance Program (Supply Chain
Panel)

 NERC Quarterly Compliance Podcast: CIP-008-6
 ERO Enterprise Align and ERO SEL Lessons

Learned

Texas REview:
 July:

 NERC CIP Reliability Standards Paradigm Shift
for Cloud & Virtualization

 August:
 What is a Vendor in CIP-013-1?

 September:
 CIP-012 and Associated Data Centers

MRC Meeting 
December 8, 2021

Outreach Activities
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Q3 ERO Transformation Efforts

ERO 
Enterprise 
COP/Self-

Certification 
outreach for 

FERC

Joint CCC 
ERO 

Enterprise 
Supply Chain 

webinar 

Regional 
staff 

members 
invited to 

department 
meetings to 
listen and 

share 

Significant 
support for 

ERO 
Enterprise 
Align and 
ERO SEL 
Lessons 
Learned 

MRC Meeting 
December 8, 2021
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Quarterly Compliance Monitoring Activities

MRC Meeting 
December 8, 2021

* Eleven Coordinated Oversight entity engagements occurred in Q4 2020, Q1 2021, and Q2 2021. **FERC led Spot Check occurred in Q3 2021.
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Compliance Monitoring Activities

MRC Meeting 
December 8, 2021

Note: Audits are based on the number performed during the time period represented
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